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Linda Kok:
Welcome to VIReC Cyberseminar on Partnered Research entitled – “Am I Doing What’s Right? Navigating Ethical & Regulatory Issues with VA Patient and Operational Data.” Thank you to Seider for providing technical and promotional support for this series. Today’s speaker is Nina Smith. Nina is an experienced Project Coordinator with ten years of experience in VA Health Services and Implementation Research. Miss Smith facilitates projects for the VISN 22 Pact Demonstration Lab; she was previously Communications Dissemination Coordinator at the Center for Implementation Practice and Research Support also known as CIPRS and we are proud to say and analyst at the HSR&D VA Information Resource Center VIReC. 
There are five guests joining Nina for this session. Dr. Joe Francis will introduce the session, I am not a hundred percent sure he is on the line yet. Dr. Francis became the Director of Clinical Analytics and Reporting for the VHA in March of 2011. In this role, he leads a multi-disciplinary staff responsible for using VHA’s comprehensive electronic health records to track health system performance and to provide clinicians and managers with analytic and information tools that support improvements in patient outcomes. Tom Puglisi, Sam White, Melissa Bottrell and I will be available to answer your questions during and at the end of today’s session. Dr. Puglisi is the Chief Officer of the Office of Research Oversight, ORO; he serves as Principal Advisor to the Undersecretary for Health and implements procedures to ensure compliance with VA and other Federal requirements for the protection of human research subjects, research information security and research misconduct. Among his many accomplishments, Tom was also a previously funded research investigator. 
Sam White is a Management and Program Analyst with National Data Systems. Sam is a certified information privacy professional who develops data access policy and facilitates access to health data by providing guidance on methods for adjusting data in motion. He also serves on the VHA Data Access Board.

Dr. Bottrell is the Chief of Integrated Ethics at the VA National Center for Ethics and Healthcare. Melissa has a background in health services research with a focus on practical approaches for problems that involve bioethics, health system quality and public policy. 

I am Linda Kok, am the Technical and Privacy Liaison for VIReC and assist privacy and data access issue for VIReC VA CMS data projects and for HSR&D field researchers. I also serve with Sam on the VHA Data Access Board and on the DART Stakeholders Team. 
We have quite a list of panelists today. Any questions that you may have will be monitored during the talk and they will be presented to the panelists at the end of the session. As a reminder, a brief evaluation questionnaire will pop up when we close the session. If possible, please stay until the very end and take a few minutes to complete it. I am very pleased, I hope, to welcome today’s first speaker Joe Francis for his opening remarks. Dr. Francis. 

Nina Smith:
He may join a little bit later on so I would be more than happy to stop the presentation and allow Dr. Francis to speak whenever he is able to join us.

Linda Kok:
Okay, so without further ado, Nina Smith will begin the presentation. Thank you Nina. 

Nina Smith:
Thank you Linda. As Linda said, I count myself a VIReC alumnus having worked there and once a VIReC kid also a VIReC kid. So I was thrilled to work with VIReC again on this Cyberseminar and to work with such an illustrious panel of co-panelists on the seminar, a special thank you to Melissa Bottrell who made herself available at the last minute as a panelist. As you can see, I count myself very lucky to be sitting around like the Knights of the Roundtable Ethics and Compliance in the VA. Second, I wanted to also credit the former leadership of CIPRS for the work that brought about this presentation.
In terms of what we are going to be doing today, the objectives really quickly are to provide information about a CIPRS product, it was a QI Ethics and Compliance Toolkit and then introduce a framework for ethical and regulatory decision making regarding access use and transfer of big data. This was the sign of what it was, QI Ethics and Compliance Toolkit, we built the toolkit around that framework. We want to leave time in the session for a conversation with my co-presenter/co-panelist about resources and FAQ’s in this area and to of course take the audience questions towards the end. 
Just to provide an idea of what the Ethics and Compliance Toolkit is, there is the URL and if you choose to download the slides afterwards, all of these are hyperlinks so you can go ahead and hyperlink throughout the presentation slides. 

Just as a matter of background about two years ago, QUERI and CIPRS leadership determined that there was a need and a desire in the field for guidance on ethical and regulatory issues in quality improvement. QUERI partnered with the HSR&D Center for Innovation in Los Angeles to provide support for the creation of this toolkit, the Quality Improvement and Implementation Research Ethics and Compliance Toolkit. That content of the toolkit reflects conversations with the organizations represented on this panel- ORO, the VA National Center for Ethics, VIReC and MDS and it is also spired by VA Greater Los Angeles experience with ethical regulatory issues in QI projects. We also note that the toolkit exists on the intranet so it can only be accessed on the VA network. 

I will move on to the next slide. This is the framework that I was talking about previously and it is the framework on which the toolkit is built. First we acknowledge this in trial at APA ethical principles as described in the Belmont Report – respect for persons, beneficence and justice this should underlie all of our work irrespective of whether a project is given a determination of research or non-research and we have an ethical obligation to address potential harm or unintended consequences. 
Now another part of the framework is just a recognition that all activities with the VA including those quality improvement research or implementation research is held accountable to organizations namely the Office of the Medical Inspector, the Office of Plans and Business Integrity, the Office of the Inspector General and the Office of the General Counsel. If they use investigators to think about minimizing the potential for controversy and/or allegations of non-compliance for VA requirements as we go about doing the work of quality improvement in terms of implementation research. 

What CIPRS has found are the following practices are best practices. I am sorry, go ahead [pause].

Linda Kok:
I do not think there was anybody there. 

Nina Smith:
Okay, apologies. So we encourage the following practices to protect against potential harm or unintended consequences and to minimize the potential for controversy or allegations about compliance with VA requirements. That is we want to continuously keep ethical principles in mind and maintain a compliance oriented mindset. We want to seek consultation early and often and develop systems of accountability. This is what we have found to be important in terms of both being able to do the work that we do while remaining above board. 
Now the toolkit itself is divided into different pages the first of which is the principles page in which we operationalize the Belmont Ethical Principles into day to day to issues and considerations. These are a sample of topics that are included in this principles page, team and staff data access, staffing regulations and data security and to the right hand side you will see some of what would be the content of the principles page. 

Linda Kok:
Nina.

Nina Smith:
Yes. 

Linda Kok:
If you would like to stop there for a moment or soon, we can have Dr. Francis on the line. 

Nina Smith:
Absolutely, Dr. Francis you have the stage. 
Dr. Joe Francis:
Thank you and apologies for joining late, we had some technical difficulties here and I am outside so it is always fun to try to dial into the VA intranet while using VPN. I really want to keep my remarks short; you will be getting a lot of technical information and technical advice through this presentation and through the website with its various scenarios and guidance. What I would really like to say from a philosophical standpoint is that the nature of health systems research is really moving towards deep enduring and I would also say rapid cycle partnerships with operational leaders and with program officers. So this now creates a challenge of differentiating QI or organizational activities from things that are more of a traditional research vent. This is a challenge for the entire health system and I am not sure that anybody has quite figured out how to do this well. There was a recent release from OHRP posing some new regulations. I know that those have raised some concerns but ultimately what I think comes down to the decision making is - what is actually intended? What is the pure honest intent that an investigator and the investigators operational partner have in mind in terms of the work? If the intent begins with quality improvement or program evaluation, the documentation, and the actions all are consistent with that intent, then I think you are sitting on solid ground and very safe. I think where the gray areas come up is when one has an intent to do research from the start but likes to accelerate the process by trying to make a case for quality improvement or program evaluation. This is where some of the tools and the decision algorithms that the toolkit provides I think can be quite helpful, in other words, not to engage in irrationalization activity but to really help understand where those grays ends are. 
I will say again, what helps define intent? We might be cliniciating [ph] the question. It might be the types of tools and approaches that are used although increasingly quality improvement and program evaluation are using rigorous tools of evidence generation that are virtually indistinguishable from what we used to call Straight Health Systems Research. It is a much more difficult process. I am not going to say that everything in this toolkit is going to make things easier, because some of the questions are still very difficult to adjudicate. But I think the ability to pause and think about what actions are intended to achieve is really a good one and it is from that reflection more so than the tools or policies themselves that ethical actions spring from. 

That is it for my remarks, I am happy to take any questions or comments from the field. 
Nina Smith:
I just want to also reiterate what Joe has said - to think about I know it is very easy to get into the weeds with this discussion. But it is important to think about the big picture why you are doing it and who is going to benefit because at the end, our ultimate goal is to benefit Veterans and to make sure that we are acting with integrity towards them and trying to make the healthcare that we deliver to them better. So, it is important as we think about kind of the ins and outs, the day to day of what we do to think about the bigger picture ethical issues. So Linda how should we do this? 

Linda Kok:
We will collect the questions as we go along and present them to the panelists after your remarks. 

Nina Smith:
Okay perfect. 
Linda Kok:
Okay.

Nina Smith:
Thank you Dr. Francis. Let me see, we were talking about different web page on the toolkit and as the scenarios page on the toolkit and what this page offers is case studies of how ethical regulatory issues may present in quality improvement and implementation research. Each scenario has hyperlinks to the principle, the principles page and vice versa. For example, this is a scenario from the toolkit regarding a lead investigator who transfers VA data to the university. 
The toolkit also has an FAQ page and how we collect this FAQ is that we pulled investigators at our center and they provided guidance about questions that they often had about what they were doing in their activities. So for example, can I look at and collect electronic patient data. This question will actually be addressed at the end, later on in this session. 
We also have a resources webpage on the toolkit, which provides hyperlinks to VA Policy, a list of local and national resources, a bibliography and samples of documents that can be downloaded and vetted for the needs of your project. I am just going through this very quickly so that we have time for questions at the end. This is a snippet from the toolkits resources page, this is a list of policies that are related to access, use and transfer of VA data. They are hyperlinked if you want to download a copy of the slides and use it for reference. 
Another portion of the resources page is glided tools that may be useful to address ethical and regulatory issues. One that may be particularly valuable in dealing with VA data is the ethics and compliance planning worksheet. This worksheet is a series of questions about your project and under the questions, depending on whether you answered yeah or nay the worksheet lists issues to consider on when planning and conducting your activity. For example, the worksheet asks – will you be collecting personally identifiable information or protected health information and it then lists issues such as when is it necessary to obtain HIPAA authorization. This in particularly there is a page that will be addressed later in the session. Other questions that are posted in the worksheet are – do you plan to access patient medical records or VA organizational data? Will you be sharing personally identifiable information with staff programs or collaborators outside the VA.? And what are your plans to store data and other project records and materials?
Now, we are very happy that we are now starting of frequently asked questions portion. These are actually the questions that we will be addressing to the panelists. Without further ado, I am going to start that. 

Our first question is – what is VA sensitive data? Related to that is – what type of data requires HIPAA authorization? I would like to call upon Linda from VIReC to comment first and then ask Tom Puglisi and Melissa Bottrell to add their thoughts on the issue. 

Linda Kok:
Hi, the term VA sensitive data is defined in VA Handbook 6500; it is Information Security and Risk Reduction Handbook. It includes information whose improper use or disclosure could adversely affect the ability of the agency to accomplish its mission. Some of the examples that could be considered VA sensitive information depending on the circumstances include financial and budgetary information, quality assurance information, commercial information such as proprietary information for example that belongs to VAIT contractor, critical infrastructure information and investigatory or law enforcement information. That if released could result in the violation of law or harm or unfairness to an individual or group and of course anything that could adversely the national interest or the conduct of Federal programs. It also includes records about individuals and kinds of records that require protection under the confidentiality provisions of the Privacy Act of 1974 in the HIPAA privacy rule. If you think about sensitive personal information as being at the top of a hierarchy with respect to the individual it includes any information that we maintain about the individual including education, financial transactions, criminal employment history and information that can be used to trace the individuals identity – name, Social Security Number, date and place of birth etcetera. Within that, those would include individually identifiable information and individually identifiable health information and within those protected health information, which is what is defined in HIPAA and includes those familiar eighteen data elements that we know must be removed before data can be reused even within the VA. This also privacy protected information that is not particularly related to health such as an arrest record or your fingerprints, a biometric record or a salary or other employment information. As VHA employees with access to this type of data, we must always think about what is at risk for the individual whose information it is that we use in our projects. Tom and Melissa would you like to comment on this?
Tom Puglisi:
This is Tom.

Melissa Bottrell:
This is Melissa. Go ahead I am sorry. 

Tom Puglisi:
That is alright. This is Tom Puglisi. I think there are some common misunderstandings that researchers and project directors on non-research projects sometimes run into. For example the HIPAA identifiers include not only direct identifiers in the usual sense but things like dates that are related to the individual birthdays, surgery dates, clinic visit dates any kind of date. And often we do not recognize those or project directors do not recognize those as being direct identifiers. Identifiers under HIPAA also include part of a direct identifier. So for example parts of the Social Security Number the last four digits of a Social Security Number or scrambled Social Security Numbers or a person’s initials or parts of the initials or scrambled initials, all those things are identifiers under HIPAA. A lot of times investigators, whether they are doing research or non-research activities forget to remove that kind of activity or that kind of identifier from the data set. We have had a number of examples that my office has had to look into, having to do with sensitive data was released outside the VHA, either to collaborators or to folks who have ceased their VA appointments and then being misused by the individuals after the project for which the original data was approved. We had one project that particularly comes to mind with an investigator who studied I guess what I would call very, very sensitive types of surgery that left the VA and took a data set with contact information. And then subsequently began contacting people who had these very, very sensitive personal forms of surgery to ask them about their experiences related to the surgery and whether or not they would be interested in providing information for subsequent research and so froth none of which had been part of the original consent or HIPAA authorizations. General Counsel had to actually exercise the threat of taking this person to court before we were able to get the dataset back. These kinds of things do happen, people get hurt by loss in the data and in this particular case the incident became known to us when we got multiple complaints from women who had been contacted by this researcher who were incensed, rightly so, about the fact that information about their very sensitive personal surgeries had been released outside VA. 
Melissa Bottrell:
This is Melissa Bottrell; I just wanted to add the note that our experience in talking with patients on a range of issues is that often I think researchers become used to inclusions become used to the translation and the transfer of data for various purposes. And some data that because in their professional life is not being sensitive or might even personally to them might not be sensitive for our patient population those kinds of data are very sensitive. So while there is certainly the regulatory scope that was discussed very well by the speakers, I do not believe to just put that plug out there for that extra awareness that was our patient population, things that might not be sensitive outside of VA, might in fact be very sensitive for our patients. So if anything when it comes to mind is HIV test status even for our patients there is certainly a group of patients that feel very much even the process of getting tested for HIV and having relatives who might know about that information under a data breach or other circumstance. For them it is a huge violation. For me personally, for example I might not experience that the researchers might not. You have to also think very carefully about our patient population and what is sensitive to them from their perspective might mean. 

Linda Kok:
Thank you Melissa. Nina would you like to go on to the next question. 

Nina Smith:
Yes absolutely. In giving us that big picture view of what sensitive data is now let us get into the weeds, what data requires HIPAA authorization? Linda.
Linda Kok:
I can start here. The data that particularly needs HIPAA authorizations are illuminated in the eighteen elements. In addition to the encrypted identifiers and the dates, I wanted to mention that many researchers forget that zip codes and address location information are also included in those protected health information and cannot be shared in anyway outside the research project. It is the purpose of the data that guides the research and the HIPAA regulations about its access. So for non-research operations activities such as quality improvement studies they are not subject to IRB and Research and Development Committee review but the research component of a partnered research study are subject to IRB. If it is a research project, a research study and it involves human subjects, you must require a signed information consent using language that has been approved previously by the IRB or an IRB Waiver of Informed Consent. The IRB approval is required for the research use of identifiable private information or personally identifiable information. And where it is protected health information under HIPAA, the IRB does not approve the HIPAA authorization but it does verify that its language is consistent with the Informed Consent language and its use in the protocol or the IRB may grant a waiver of HIPAA authorization. Before we ask Tom to help us with how to distinguish between research and non-research QI studies, I would like to add as a practical matter that when you are working on project with both research and QI components, it is really essential to maintain the documents generated for approvals and your access to data separately. All your research approval and data access request documents should really be kept in a one folder and all of your QI access documents and other approval documents should be kept in a separate folder. With that, I would like to turn it over to Tom and Melissa. You just to need to be aware of what aspect of your project you are doing at all times, make sure you are wearing the right hat. 

Tom Puglisi:
I would like to set in the importance of that notion It is very, very important to be very clear about what you are doing as a research activity and what you are doing as a non-researcher operations activity because the rules are very different. Even though their underlying ethical principles are the same, the rules for conducting operations activities as opposed to rules for conducting research are very different. I would very strongly encourage you if you are doing a non-research operations activity to have that activity verified by a third party who is not involved in the activity before you even get started. If you are doing a project that is funded by a VHA Program Office or sponsored by a VHA Program Office or using data from a VHA Program Office, there is an official within that program office who can validate your project as a non-research activity. It is to your advantage in a whole host of different ways to get that validation before you get started. If you are doing a local project that is not sponsored by a Program Office there should be somebody in your medical center that is designated to provide that validation. Often it is the IRB chair, but not necessarily the IRB chair. Likewise, if you are doing a project that is at the VISN level, and it is not being sponsored by a program office, then there should be an official at the VISN level, the network level that can provide that validation for you. That protects you down the road in a number of different ways. If in the end you decide you have to publish your results that will make it easy for you to convince a journal editor that this did not require IRB review. If there is a complainant out there in the world that thinks you have done unauthorized research, you have a prospective validation that what you did was indeed not research. It is way to protect yourself and to protect VA against accusations of wrongdoing. The distinction between….yes sorry. 
Linda Kok:
Tom would you recommend that they get a letter signed by the official at the appropriate level who was sponsoring or approving, validating this as non-research?

Tom Puglisi:
Yeah you can go to our website there you can find two things there in addition to what you might expect in terms of a handbook and a PowerPoint presentation and so forth. You can also find a form that you can use; it is a very simple one page form that requires you and your team members to attest that you are not conducting research and the signature of the individual who is validating that for you. You will also find on ORO’s website that a list of the folks in the Program Offices who can provide that validation. So for example if your activity is sponsored by academic affiliations, there is an official in the Office of Academic Affiliations who has been designated to sign those forms. And every Program Office that sponsors non-research activities as designated folks in the Program Offices that you can go to and they are listed on ORO’s website. If you cannot find them, you can always contact me and I will tell you who to go to. 
Linda Kok:
Great. 

Melissa Bottrell:
The other thing I wanted to mention out there is the nature of quality improvement is that you are making often not always, but often quality improvement, you are making small changes in your protocol, you are making small changes in your program. And that is very appropriate from a quality improvement standpoint because your goal of course is to change what is going on right here and now not at some long future date after technology transfer. That nature means that it is easy to fall into the trap where you start making pretty major changes in your protocol without being aware that you may be falling in to a research design issue with respect to the compliance rules around research and quality improvement distinctions. So you need to be very attentive to that when we start to make big changes. The other thing that I would put the plug out there is it is very easy to start going down a road where you make changes that are very valuable for methodological strengths. But they start to actually put in to your project little bits of places where the experience of the patient or the providers who might be implementing your project are going to be put into a situation of moral distract. And you have to be very aware of how those changes that are driven by methodology might create ethical burdens for your patients and your providers. Those are two different aspects of that sort of evolving nature of quality improvement that make it more complicated to manage both from a regulatory and from an ethical standpoint. 
Tom Puglisi:
I think that is a very, very important point. A lot of times in focusing on regulatory requirements it is easy to forget that all the regulatory requirements they have ultimately stem from ethical principles, values that our society has decided are important. Sometimes it is easy to lose sight of ethical reasons that certain requirements are in place. It is important to realize that there is a reason behind the requirements and whether or not you are doing research or you are doing a non-research operations activity, it is the ethical principles that you really need to keep in the forefront. I always emphasize to the folks in ORO that enforcing regulations is important but we are really here to protect people and in some of our other roles to protect researchers and to protect animals. For purposes today, our primary role is protecting people. Whenever we do projects, whether or not they are technically research our ultimate consideration has to be whether or not people are adequately protected. 
Nina Smith:
Absolutely and thank you. With this in mind, do you mind commenting as a Ph.D. researcher - can I access the patient medical record? Long story short – yes but let us elaborate on that a little bit. 
Linda Kok:
I thought Sam was going to comment on that. 

Sam White:
Yes, hello I certainly will start and I know other panelists can add to this. I think the short answer is yes and maybe the foundation for this might be found in the functional statement or category particularly under Title 38 employees for VA researchers or it could be incorporated into a scope of practice if that is applicable as well. This would allow a VA researcher access to the entire health record including research records. However, of course the activities in excess are to be governed or approved by an Institution Review Board, or IRB, or privacy board as well as some connections to preparatory to research if that is something that is in the picture as well. The other thing to add is that the HIPAA privacy rule speaks to access to protected health information which is contained in medical records. For instance the privacy rule would permit the covered entity for which a VA researcher is part of, the user disclose protected health information for researcher under set conditions and circumstances. I will just go over a few of these: if the subject of the protected act information has granted specific written permission through an authorization. Also for review, it is preparatory to research with representations obtained from the researcher that satisfy specific sections of the privacy rule. Also, as I mentioned the covered entity receives appropriate documentation that the IRB or privacy board has granted a waiver of the authorization requirement that also satisfies the section of the privacy rule. So those are a few ways that the VA researcher can access the patient medical record for the purposes of research. 
Tom Puglisi:
So this is an area where it is very important to be clear about what you are doing in terms of how you have to go about getting access to the information that you might want. All of those things that we have just heard pertain to the kind of the research. As a Ph.D. researcher, you are conducting research but you may also be as an investigator desirous of accessing patient information, medical record information for non-research operations activities for quality improvement for example. The rules for accessing patient information for quality improvement activities that are not research fall under the HIPAA definition of operations and authorization is not required for a covered entities operations activities. The same individual for example, an individual who has a Ph.D. who is not a healthcare provider can access information for research purposes only with an authorization or a waiver of authorization whereas that same individual can access that same information for a different purpose for operations activities without an authorization. So it is important for the individual, the investigator to know exactly why she or he wants to access the data and for somebody other than the investigator to make the validation that the activity is a legitimate one. The same thing by the way goes for providers. Providers obviously can access patient information for clinical purposes in order to provide treatment and they sometimes forget that if they want to access that same information for research purposes, they have to get an authorization first. Just because you are a provider does not mean you can go into anybody’s medical record and start using it for research, you need to have authorization to conduct research even though you are provider who has access to medical records on a continuous basis for treatment purposes. It is very, very important to know what you are doing and why and have somebody other than yourself validate that activity. 
Nina Smith:
Linda I am going to call upon you and ask – do we have a lot of questions that will dictate what we are going to do with the rest of the questions. 

Linda Kok:
Right now, if we leave about seven minutes at the end we will be okay. 

Nina Smith:
Okay perfect. With that in mind, I am going to move on to the next question. Let us say I have a dual appointment with the university, can I house VA data at the university? If I can ask Tom to comment or Sam or Linda. 

Tom Puglisi:
Okay I will take a stab at it first. First thing to keep in mind is that you always have to be mindful of which hat you are wearing as a dual appointment investigator. Because as a dual appointment investigator, even if you are only a walk appointee, there are times when you are acting as a government employee and times when you are acting as a university employee. And you have to draw the line, very distinct line between those two hats, those two roles and what you are doing at any particular moment in time. I know this is not the way investigators, researchers, think. I was in academia for a dozen years, I was an NIH Grand Key, I maintained a lab and I never in my wildest imagination thought it was necessary for me to parse out my time as for example a state employee at one minute and an employee of another organization the next minute. But as Federal employees, we have to make that distinction so we have to know what data we collect as VA employees and what data we collect as university employees and be able to distinguish the two. 
Now to reach the answer to that question there are a few questions that you have to answer. If you are conducting research and your HIPAA authorization and your informed consent document and your protocol, which has been approved, by all of the relevant IRB’s indicate that the data are going to be stored at the university for the purpose of conducting this research then fine you can store the data there. You have to make sure that the data are also kept at VA because you always have to maintain at VA a copy of any VA data set. But you can store that information at the university for the purpose of that particular research project. 
If on the other hand you want to take data that are VA data and you want to store them at the university for a purpose either other than something that is covered under the specific informed consent or to store there long term for possible use in future projects, then you have to address a number of issues. First of all, you have to address who owns those data once they move to the university. In the first case that we talked about where we have VA data that got moved to the university you need to be clear about whether those data that get moved to the university are still VA data or become university data. Likewise, if you have data that was just collected for VA purposes and you want to store them at the university, you have to make sure that you can identify them as VA data. Then secondly, if they are owned by VA you have to have some mechanism to make sure that the information security requirements that VA imposes on all of its data no matter where the VA data is stored have been met. 
The most recent version of 1205, which is the handbook providing human research, says, that you need to have a data use agreement or a memo of understanding or some other written agreement. That spells out exactly what the status of those data are being held outside the VA is and whether or not the information security requirements have been met. It is the same principle applies under 6500 the handbook that covers information security and any other kind of research data are to be transferred and stored outside VA. There has to be some assurance that the VA’s information security requirements have been satisfied and there has to be some definition of the ownership of those data. In carrying out or enforcing that requirement in both 6500 and in 1205 what ORO dos is look for written agreement that addresses basically three things: addresses who owns the data that are to be transferred and what the status of those data is once they are transferred do they remain VA data in other words. Secondly, what the mode of transmission is and whether or not the mode of transmission is secure enough to satisfy VA information security requirements. Then third, what are the information security requirements, the security requirements that have to be maintained when the data are sorted offsite if it remains VA data. All of that needs to be documented. That document if you are talking about data that actually remains VA data after it leaves VA, that should be approved at least by your local ISO and if in some cases it will have to have approval farther up the chain. A lot of times the data storage capabilities in the university do not meet the technical Federal requirements and so a risk based decision needs to be made and validated to justify keeping the VA data offsite. So that was a very long winded answer to that question. 
The short answer is – if you are doing research and you have a HIPAA authorization and an informed consent document that permits the storage of the data at the university site and you keep a copy of the data at the VA you are probably okay. If you are doing anything else, you need to have a written agreement that specifies ownership and transmission and storage security and you need to run it by your ISO at least. 
Linda Kok:
Tom can I just ask for clarification. I know that if you have the patient’s authorization and they have signed an authorization and informed consent that explains where their data is going to be, can the IRB actually waive the patient authorization requirement or the informed consent requirement for moving data offsite? 

Tom Puglisi:
Well, the IRB cannot waive the requirements related to the OINT requirements, 6500, does not have the authority to do that. The IRB can waive the need for a HIPAA authorization for the disclosure of the data outside VA under certain circumstances. If the data are only covered by HIPAA, the IRB can waive the HIPAA authorization requirements and the data can be disclosed outside VA. However, if the data are also covered by other statutes, like 7332 protections or Privacy Act Protections, a variety of other protections that cover certain kinds of patient data the IRB does not have the authority to waive authorization. That is why is very, very important to consult the Privacy Officer in cases where you are getting a waiver of authorization. It is important to make sure the Privacy Officer reviews the situation in order to make sure that no data that is covered by other statutes is not included. 
Linda Kok:
Okay, if I could Nina may I switch to the attendee, the participants questions. 

Nina Smith:
Absolutely and as you do that let me go ahead and provide this, these are resources that are available should you have any other questions that are not addressed. Also, other learning opportunities should you desire more, opportunities to learn about this topic. Linda there is your archived presentation about requesting access to VA data and also the upcoming one, which I have the pleasure of presenting with Tom Puglisi and Melissa Bottrell, just more generally quality improvement research that includes outside use of VA data. Let me turn it over to you Linda. 

Linda Kok:
Okay thank you. I am going to go with the quickest ones first. Does sensitive data include VA employees as opposed to patients? Yes, personally identifiable information about employees is also considered sensitive data. Correct Tom?

Tom Puglisi:
Yes, that is right. It might not be health data and covered by HIPAA but it is certainly VA sensitive information that is subject to all of the other privacy and security requirements that the VA has to observe. 

Linda Kok:
Great. And the second one is – is zip code sensitive? If you have the five digits or more of a zip code for a patient record with other patient health information that is included in the eighteen elements that are considered protected health information under HIPAA, if you go down to the first three digits I think there is a population number, fifty thousand or something. If you get down to a local area say the middle of Wyoming where there are very few people, then almost any part of the zip code might be identifiable. The question also asks about the state, I believe state ID is not part of the HIPAA protected eighteen elements, I am not sure that it would be included in the privacy rule or other sensitive information. 
Tom Puglisi:
Your Privacy Officer is a great resource, you have your Privacy Officer review your project and the Privacy Officer says it is okay at least you have covered yourself. 

Linda Kok:
Great. Is animal data sensitive data?
Tom Puglisi:
It can be but is not necessarily. Animal data that involves rodents is almost never considered sensitive. If you are working with non-human primates, you probably would consider it to be sensitive. If you are doing potentially, if you are working with cats, dogs, other pet animals it might be sensitive. It depends on what you are doing and what kind of data you are holding to decide whether or not it is sensitive. 
Linda Kok:
I have another one about location. The clinical identifiers, those because they are down to the city level I think most of the stay five types of identifiers would be considered protected but you can also check with your local Privacy Officer as Tom said. So work with the administration red cap. 
Nina Smith:
Linda if you do not mind, I know that there is another piece of the presentation that states the difference between the DUA and the MOU do we have time for that?

Linda Kok:
We have about three minutes; I think that we can answer the other questions via help desk. 

Nina Smith:
Okay. 

Linda Kok:
So let us go ahead and get that to the last piece of your presentation. 

Nina Smith:
This is the last piece. When do I need a data use agreement or an MOU? What is the difference between the two? Sam I think you are it. Can you address this question?

Sam White:
I would be glad to. Simply put, a data use agreement is an agreement that governs the sharing of data between a data owner and an information requestor. It establishes specific terms of use for the information requestor that is sometimes is referred as the data recipient. The DUA also provide a means to transfer the liability for the protection of the data to that recipient information requestor. The DUA can also serve as a means to establish criteria for use and disclosing, storing, processing and also disposing of data. Also, to mention a DUA is always required by HIPAA when there is information being provided within a limited data set, which we talked about already a little bit on this call. 
Also, just to mention what the MOU is very quickly I know we are running short of time. A Memorandum of Understanding or an MOU is normally described as a written documentation of a set of agreements or expectations to be two or more parties. It normally establishes or defines the respective responsibilities towards accomplishing a particular goal or mission. Normally an MOU is used quite often in business and law it is a less observed phenomenon so to speak in research settings but it can be certainly used in research settings to spell out being accountable for certain deliverables etcetera. Again going back to when a DUA should be use, we have a handbook, VHA Handbook 1080.01 which spells out our outlines when DUA’s are required or prohibited. In terms of research, this handbook makes clear that someone wanted to know would need to refer to Office of Research Development Policies in certain circumstances. For instance, when data is already in the hands of a VA investigator or coming from a research data repository basically is considered research data then VHA researchers would follow the guidance in 1200.12, which is the Use of Data in Data Repositories in VHA Research. If the data in fact is coming from a non-research source, for instance the corporate data warehouse as an example or perhaps other VISN or regional warehouses in VA or VHA, VHA researchers should follow the requirements of the 1080.01 DUA Handbook. Certainly there are sometimes they will say nothing as always you might need to get clarification from your Privacy Officer and certainly those of us in National Data Systems are available to help with certain DUA questions as well. 
Nina Smith:
Linda I think we have gotten to the top of the hour, where should people direct questions, these are certainly resources that are available. Would the VIReC help desk be willing to take those questions?

Linda Kok:
Yes, we can take all the questions if you want, if you do not know exactly where to send it to, send it to VIReC@va.gov as seen on the bottom of your screen. There is also an email for ORO given right above that and Health Information Access you can get to Sam White at the HIA@Va.gov. We would be happy to help direct your questions to any of the other participants. 
I think we are done. I just want to thank Nina for taking the time to present today’s session and thank you to all of the panelists for their time and sharing their expertise. For audience members if your questions were not addressed you can contact the VIReC help desk at VIReC@va.gov, we will forward your inquiries to the appropriate parties. 

Our next partnered research session is entitled “Evaluating Implementation of Veterans Choice Act Findings from Geospatial and Qualitative Analyses”. It is scheduled for Tuesday December 15th at 12:00 PM eastern. It will be presented by Aaron Finley, Mary Bonger, Michael Ho and Evan Kerry, we hope you can join us. Thank you again for attending the session, I will be posting the evaluation shortly. Please take a minute to answer those questions; they are very helpful to us. Thank you very much. 
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