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Moderator 1:
Welcome, everyone, to VIReC’s Database and Methods Cyber Seminar, overview of VA Data, Information Systems, National Databases, and Research Uses.  Thank you to CIDER for providing technical and promotional support for this series.  
Today’s speaker is Denise Hines.  Dr. Hines is Director of the VA Information Resource Center and Research Career Scientist at the HSR&D Center of Innovation at Edward Hines, Jr. VA Hospital in Hines, Illinois.  Dr. Hines holds a joint appointment at the University of Illinois, Chicago as Professor of Public Health and as Director of the Biomedical Informatics Core of the University Center for Clinical and Translational Sciences.  
As Heidi indicated, questions will be monitored during the talk, and presented to Dr. Hines at the end of this session.  A brief evaluation questionnaire will pop up when we close the session.  If possible, we please ask that you stay until the very end, and take a few moments to complete it.  
I am pleased to welcome today’s speaker, Denise Hines.  
Denise Hynes:
Thank you Joanne, and thank you Heidi.  Before we get going, let’s just do a sound check.  Can you hear the audio okay, and can you see my slides okay?
Moderator 1:
Yes on both.  
Denise Hynes:
Thank you.
Well, good morning or good afternoon everyone, depending upon where you are.  Here in Chicago it’s bright and sunny, so I think that’s a good sign for today.  Today we’re starting off our series, VIReC’s Database and Methods Cyber Seminar Series, for the year.  Today I will be doing much more of an introductory overview of VA Data, Information Systems, National Databases for Research Uses.  You won’t get all your questions answered today, but I hope that you will be introduced to many of the databases that are most useful to researchers and that will be useful to you.  So let’s proceed.  
These are our objectives for today.  I’ll be introducing you to the VA Information Resource Center (VIReC).  I’ll try to introduce you to our series, and I’ll try to provide an overview of VA data sources.  To those of you who are not familiar with VIReC, the VA Information Resource Center, VIReC has been around since about 1999.  We are a research resource center funded by Health Services Research and Development Service.  Our mission is to improve the quality of VA research that utilizes databases and information systems.  
To make it easier today, what I’ve done is just created some snapshots from some of our Web-based resources to introduce you.  I’ll also try to provide URLs.  For example, on this slide you’ll see the URL for our Internet Websites here, at the very top.  This is just a screen shot, so not live here.  You’ll notice, especially for those of you who are a little more familiar with VIReC, that in the recent several months we’ve switched so that there’s much, much more detail available in the Intranet site.  I can’t provide those URLs today.  When I can show you a snapshot of information, I will.  What you’re seeing here is our Internet website.  We try to provide information about the resources we provide, some overviews of research in the VA, and then usually it will end with, if it’s something that you need more information on the Intranet site, will direct you to that information, but can’t give you a live link.  
What does VIReC do, anyway?  VIReC tries to create a knowledge base of information, both factual and evaluative, about VA data.  We have staff who know how to use the data.  They’ve used it in research or they’re working with others who are using it in research.  Sometimes we will be the first to get access to a database, and try to do some evaluative information—evaluative inquiries to try and help with some new training materials.  We try to share this knowledge with VA researchers as fast as we possibly can via Intranet website, for the more detailed information.  There’s also a VHA data portal, also intranet.  This is a website that is in collaboration with National Data Systems (VINCI) and the Data Quality Office.  Cyber Seminars is another vehicle by which we try to share data and information.  Tutorials we do periodically, and we try to post those on our websites as well, as well as more detailed research user guides and database documentation.  Then we have our help desk where you can call, you can e-mail, which is the preferred mode, for specific questions where you just don’t know where else to turn.  We might guide you back to best sources.  We might connect you with people.  
Our Database and Methods series, we try to really introduce our audience to different types of VA Data and Information Systems, which we know are complex, so we try to break it down.  We try to highlight data that we know that researchers are most interested in.  We’re always open to hearing about other data sets that we may not be aware that researchers are interested in, and can update our sessions.  We try to highlight uses of VA data in both past research and new applications when we can.  We try to highlight limits of secondary data use when you’re using databases that were constructed for non-research purposes, what limits and challenges you might face, and sometimes how to overcome those, especially with some of the examples we try to highlight.  We also try to highlight resources support use of that data.  
I want to take a moment here so I can get a better sense of who all of you are.  I know we have many people on today.  Right now, just so that you can feel like you’re part of the community, I have 186 attendees on my list.  Our poll question is, I’d like to know a little bit more about you.  Tell us in your answer to this question, fill in the blank.  I am interested in VA data primarily due to my role as a research investigator, a data manager, a project coordinator, a program specialist or analyst, or other, and tell us what your role is.  Now realizing that some people wear many hats try to choose one for us.  I’ll keep going in our slides while we try to tally our results.  
[Brief pause]
For topics for today, I talked a little bit—
Moderator 2:
Denise?  I’m sorry Denise.  You won’t be able to move on with your slides.  We can only show one or the other.  
Denise Hynes:
Okay.  
Moderator 2:
I’ve put the results up on the screen there for you.  
Denise Hynes:
Okay.  Do I need to go back, then?  Probably.  
Moderator 2:
I think if you click on that Go To Webinar flower thing in your—at the bottom of your screen it should bring them up, I’m hoping.  
Denise Hynes:
Let’s see.  
[Brief pause]
Not happening.  
Moderator 2:
Okay.  Well, I’ll just read through it through the results here.  
Denise Hynes:
Okay, great.  
Moderator 2:
We have 29 percent who say research investigator, 9 percent data manager, 12 percent project coordinator, 35 percent program specialist or analyst, and 15 percent at other.  We are seeing many different roles here.  Statistician, research assistant, Director of the Data and Policy Analytics Group in the CMS Office of Minority Health, IRB administrator, external researcher, CNL student.  That’s an overview of who is categorizing themselves as other.  
Denise Hynes:
Very good.  Thank you, Heidi.  We have quite a range of people participating today.  Thank you.  
Now I’ll move on to our topics.  We’ll try to get some other feedback from you as we move along today.  I’m going to start first with providing an overview of VA data sources and databases.  Some of the most common sources of VA and VHA data include the following:  For researchers, administrative data often provide patient demographics, critical for characterizing research samples, while operations data, meaning data that might be more in running the hospital, providing clinical care, managing or clinical service, provide information on health care utilization or some of the operations of the medical centers or services to which they belong.  
National VA clinical data include information such as laboratory results and pharmacy utilization.  There are also financial data, again, that corresponds to different services within the health care environment in VHA.  It can also correspond to how to operate particular services as well as care delivery.  The VA also has information from other agencies such as CMS.  There are some data from CDC and Social Security Administration as well.  
These will be some of the topics that we’ll talk about in this session, again, introductory, and some of subsequent lectures will go into more detail.  I want to highlight that there are different levels of data in the VA.  I’ll be focusing today on the national, or sometimes referred to as corporate, level.  Just to make you more aware, it’s important to understand that VA data are available at a local or the hospital/facility level, and sometimes even at a clinic site level.  There VISN, our VA regent level data, our health care data.  Some VISNs have local databases or local summary informations, and they have gleaned from some of the regional data sets.  Keeping in mind what the focus of your research project is, you may want to consider some of these other sources.  
Today I’ll focus on national data.  Our series, in general, will focus on national data.  Please don’t hesitate if you have questions about local or visual level data to send a request to our help desk.  
Just to get you oriented a little bit to the VA data, let me just introduce you to some of the resources and how to use it.  There’s so much information that’s available on the Internet and the intranet now.  I really want to focus on what information you might be able to find there to, basically, help yourselves.  The VHA also has many offices in VA that create resources that we in VIReC use, and encourage you to pursue as well.  
For example, the VHA Corporate Database, as monographed, is produced by the Office of Informatics and Analytics, OIA, National Data Systems Office.  This corporate database monograph, most recently, was updated, I believe, in 2012.  It’s posted on the intranet website.  It includes summary information about 139 national databases and information systems.  It’s available also on the VHA Data Portal website.  It includes contact information, who the data steward is, what office the data are managed by, and how and what types of procedures you’ll have to oblige by to utilize that data.  If you aren’t sure where to find the corporate database monograph, the VIReC intranet website is always a good place to start.  
This is a screen shot of our VIReC intranet website.  It includes information on our Monthly Data Issues Brief.  It includes information about upcoming Cyber Seminars like the Database and Methods Cyber Seminar that you’re participating in today, as well as others.  Not only those sponsored by VIReC, but those sponsored by others.  It includes information that highlights different features every month.  In this screen shot, you see featured our Risk Adjustment Tutorial.  We also have information about our other projects, and you can see at a glance information that’s provided and quick links to get to information like our ListServ, and also resources for researchers on different data topics, specific user guides, and reports.  We encourage you to take a look at that intranet site.  
[Brief pause]
You can see here an example of some of the detail that’s available on our tool kit.  It’s very detailed.  There’s often many links within it, so it’s not something that you can just download as a PDF.  Although we do try to create some resources that are available in downloadable fashion.  [Pause]  Here you see a screen shot from the VHA Data Portal that I’ve referred to.  The Data Portal is a collaborative effort among the National Data Systems, VIReC, VINCI, and the VHA Data Quality Program to provide a central gateway to information about VHA Data.  I want to caution you that it provides resources and information about VA Data, that it will not directly connect you with any data or information systems.  
If you’re interested in more information about data sources, we’ve pulled out, here, the Data Sources tab that highlights the information about which there’s more detail on the VHA Data Portal about these data sets:  AITC, Austin Information Technology Center mainframe, the Burrows Beneficiary Identification Record Locator System Death File, the Corporate Data Warehouse, and so on.  There’s detailed information here, on the VHA Data Portal.  You’ll also notice that some of the information is pretty identical to some of the information we have on the VIReC website as well.  That’s intentional.  We want you to have as much information as possible, and we try to have some cross links.  
[Brief pause]
Our VA databases that are most widely used in the VA are listed here.  These databases will be presented in more detail in subsequent seminars, but I’ll provide an overview today.  
Let’s begin with the most basic data, the VA Inpatient and Outpatient Health Care Utilization data, sometimes referred to by us old-timers as Med-Fast databases.  Why do we refer to them as Med-Fast?  Well, they were originally constructed, and still have some structure that are in specifical analysis software, SAS, formats.  Some of these formats are being converted to new ones, but the SAS databases still exist.  Med-Fast Inpatient data sets contain national, administrative, and clinical data on patient care encounters for health care provided by Veterans Health Administration.  As you can see here, the data really start out with the care that’s provided at the local health care institution, the medical centers, the clinics.  These data are sent to a, I’ll say a central location that does some extraction, transformations, loading of data into other data set formats.  
You see here, at the end, four types of organizations that these inpatient care data sets reside for us to use:  Acute Care, Extended Care, Observation Care, and Non-VA Care.  These are the four areas, if you will, in which the Medical SAS inpatient data sets reside.  Just some introduction to the types of data elements.  You can already see we’re going to quickly overwhelmed with just highlights of information as opposed to nitty-gritty detail.  What I introduced you to are approximately 12-16 databases.  To go into any one of them could be a lecture in itself.  To give you some examples of the types of data elements that are within these inpatient data sets, some elements that are common across the data sets:  Patient Demographics, ICD-9 Procedure and Surgery Codes, ICD-9 Diagnosis Codes.  The data steward for these data sets is the National Data Systems Office.  More detailed information including detailed Research User Guides are available on the VIReC intranet website.  
From the encounter data, stored in the facility data as well there’s Outpatient Med-Fast data sets.  Similarly, data flows from the local medical centers to a national hub.  These data are transformed and loaded into these three types of data sets categories:  a Visit Data Set, which corresponds to services provided to a patient in a 24-hour period; the Events data set, which provides information about individual outpatient encounters; and the Inpatient Encounter data set provides information about professional services received by patients during an inpatient stay, sometimes referred to as the consult data set.  
Let me pause here to let you know about big changes coming up.  At the end of a fiscal, probably 2015 now, the National Patient Center Care database will no longer be maintained, and the Outpatient and Inpatient Encounter data sets will no longer be created.  Researchers will transition to using data from the Corporate Data Warehouse.  A process was begun about a year and a half ago to integrate these data with the Corporate Data Warehouse.  The data we’re discussing today will be available until that transition is complete.  Let me tell you, the transition is not complete, and these data are still available in fast formats.  When they are no longer available you’ll certainly hear from VIReC and National Data Systems.  
Again, some examples about the type of data that are available in the Outpatient data sets.   Patient Demographics:  In this data set there are CPT-4 procedure codes as well as ICD-9 diagnosis codes.  The data steward is the National Data Systems.  Again, more detail are available in the Med-Fast Research User Guide on the VIReC intranet website.  
Research user guides are pretty useful, especially if you’re somebody who will be manipulating the data, downloading the data, trying to help make decisions about whether particular data elements to be compiles or re-crafted or constructed into a measure.  If you’re somebody who will be working very closely as a data manager, a programmer, an analyst constructing variables from these data you’ll definitely want to take a look at our Research User Guides.  
Let me tell you about another data set known these days as the VA Managerial Cost Accounting System (MCA) National Data Extracts.  Again, for those of us who have been around for awhile, it used to be called DSS.  Formerly DSS, the Decision Support System.  Not only do we have many acronyms, but we have name changes just to keep us on our toes.  The National Data Extracts contain more detailed information.  These data are known as National Data Extracts because they were originally constructed into SAS data sets.  They were extracted from the Decision Support System software.  
I’m going to talk about four of these National Data Extracts to highlight them.  Again, our future lectures talk about these in much more detail.  These are data sets for those of you who are interested in some of the clinical results and clinical side that can be very useful.  There’s the Laboratory, LAB, National Data Extract that provides information about the occurrence of lab tests such as the date, the type of lab tests, and the cost accrued for having that lab test done.  The lab test results distinguished here in that they actually have the results of lab tests.  For example, if you want to know what the results of a hemoglobin A1c, you would want to definitely take a look at the LAR data set.  With the LAB, NDE will only tell you the fact that it was done.  The PHA, Pharmacy Prescriptions National Data Extract, contains pharmacy prescription information, and also highlighted in some slides in just a few moments.  The RAD, or Radiology National Data Extract, contains radiology procedure information, the fact that a radiology procedure was done, it does not contain results.  
Let me introduce you to some of these in just a little bit more detail.  The National Clinical Data Extracts generally you’ll find date, and by date I mean month, day, year; test results; ordering provider; and costs.  The data steward is the VHA Managerial Cost Accounting Office, formerly the DSS Office.  Definitely more information is provided in our Research User Guide.  We try to update these about every two years.  This is available on the VIReC intranet site.  It provides information about those data sets in the past, and also this is where we’ll provide information as data sets transition.  All those who want access to the MCA data for the first time should probably request access on the Corporate Data Warehouse, and more information is available on our website.  
I’d like to talk about VA pharmacy data.  VA pharmacy data are available basically in three sources.  There’s Pharmacy Benefits Management.  There’s the VHA Managerial Cost Accounting, the MCA National Data Extract that I just referred to a moment ago.  Then there’s the Corporate Data Warehouse Bar Code, Medication, Administration, Outpatient, Pharmacy domains.  There’s basically three sources of information that you should think about in planning your research projects.  
Let me just give you an introduction today about these three.  The VA pharmacy data are available from the Pharmacy Benefits Management Office.  They have a specific information system platform, and they can extract data—and they have some standard formats that they can extract it on a request-by-request basis.  Some example elements include:  generic drug name, days supply, VA drug class, and cost information.  Unique to the data that are available from PDM are, for those of you who are familiar with pharmacy data, is the SIG, so details on the instructions for medications to the patient and to the provider.  The data stored, as I mentioned, is PDM.  More information is available on the VIReC Research User Guide, and it describes some more detail about the prescription data that are available.  For more information about the Managerial Cost Accounting Service and information from National Data Systems, those resources are also highlighted in our Research User Guide.  
Let me talk for a moment about the VA Vital Status File.  Since mortality, or death, is an outcome measure frequently used in health services research, it’s important for investigators to have accurate and fairly up-to-date information about it.  The VA created the Vital Status File, and it combines data from the sources listed here, which obviously includes data outside VA.  The VA Workload data would include some of the data sets that I mentioned before:  the Medical-Fast data sets that tell us about what happened to patients when they were cared for in a VHA health care setting.  For patients who have died during hospital or outpatient event, that information is tracked there.  
Veterans Benefits Administration maintains a data set for tracking veterans who have benefits including their vital status, and there’s a file know as the Death File that tracks information for patients or beneficiaries who have died during times under which they were enrolled in VBA.  VHA has also acquired Medicare data that includes vital status information.  Obviously, that would only be available to those enrolled on Medicare.  Then there’s the Social Security Administration Death Master File.  It comes from Social Security Administration based on the information that they have about vital status.  
In the VA, in VHA, we’ve created with the cooperation of other offices information that is basically algorithmic in the case of using these four data sources to select what’s known as the best date of death where death has occurred for each of these data sets.  The best date of death is noted in a vital status data set for each, I’ll say individual, but it really corresponds to the combination of the Social Security number, date of birth, and sex combination.  There’s two files, the master file which has all the information that’s available, and the mini-file.  The data elements that are available in the VA Vital Status File includes the following.  The date of death from the different data sources; in the mini-file you’ll only get the best value.  It also includes the last health care utilization date.  The steward for the VA Vital Status File is National Data Systems, and more information is available on the Vital Status Overview page on VIReC’s intranet site.  
I’d like to spend a little time talking about the Corporate Data Warehouse.  We call it a repository, but I want to be clear.  This is not a research repository.  This is VHA’s operational data set that combines administrative and clinical data from across the country.  If for operations purposes, it is a relational data based organized into data domains, and it includes data that are available from 1999 and forward.  It includes some integration, as I mentioned, the Managerial Cost Accounting Data Extracts.  Other databases are also being integrated with the Corporate Data Warehouse including the Health Economics Resource Center (HERC) cost data sets.  These have already been integrated into the Warehouse as well as the outpatient, or the National Patient Care Database, is in the transition process.  
It’s a collection of many databases, and it reorganizes data into domains.  The domains represent logically or, if you think about it, conceptually related sets of data tables.  Domain themes generally indicate the application in the Vista Electronic Health Record System from which many of the data are sourced.  For example:  Vital Signs or Mental Health Assessment.  Keep in mind, the Corporate Data Warehouse was created to support administrative objectives.  Unlike the Med-Fast data, the Corporate Data Warehouse data do not exist as static fiscal year files, but rather data since 1999.  These data are dynamic.  They were included and updated at various rates, depending upon the particular domain.  
To give you an idea of the types of domains that are in the Corporate Data Warehouse, Patient:  Predominantly that domain provides demographic information, information about staff providing health care; Vital Signs:  Every vital sign that was taken and recorded in the electronic medical record is in that Vital Signs domain; Allergies that patients have; immunization records; health factors; lab chemistry domain.  Yes, there’s laboratory data in the Corporate Data Warehouse.  Pharmacy data:  The national data steward—the data steward for the Corporate Data Warehouse is National Data Systems.  This is still a new data entity, if you will, for researchers.  It’s in a very different format than flat files or fast data sets or Stata data sets that we’ve grown accustomed to.  This is a relational dynamic data base.  Using it requires special permissions, but it can be done.  More information in much detail and tutorials are available, and you’ve probably seen some promotions of this.  It’s not unlike other data warehouses now existing in health care systems around the country.  I would encourage you to become familiar with this particular format of data.  
Cruising right along here, let me tell you about the VA Center for Medicare and Medicaid Services Data, CMS Data.  VA has acquired these data since about 1999, and these are available about Medicare and Medicaid beneficiaries who also received care in the VA.  There are some data sets that include those who might be not enrolled in VA as well.  It includes Medicare Enrollment and Claims data, Medicaid Enrollment and Claims data, Medicare Current Beneficiary Survey data, Long-term Care Patient Assessment data, and also data that are jointly managed by CMS and the United States Renal Data System on beneficiaries who are eligible for end-stage renal disease benefits through CMS.  Some examples of types of data elements that are available in these data:  Enrollment data, ICD-9 and CPT-4 codes, procedure codes, diagnosis codes, charges, and payments.  That’s the types of claims that are available.  We can go into more detail about the survey data that are available and a whole host of data sets that are available here.  The data steward for research is VIReC.  This is one data set that VIReC manages for research use.  There is another data steward that manages these data for non-research use within VHA.  For more information I would encourage you to take a look at our VIReC intranet VA CMS data for Research Home Page.  
Again, since we’re just introducing these topics, I hope that I’m just whetting your appetite, and that you’re grateful for being a part VA with the important research assets that we have available that include these data and information systems.  
Let me tell you about some of the data processing platforms and the electronic health record access portals, which also may be useful to you in conducting research.  
I mentioned briefly that the Austin Information Technology Center exists.  We still have a mainframe at Austin.  We have, actually, many types of information portals at Austin beyond the mainframe, but it’s—we still refer to it as a mainframe.  We have centralized computer processing center based in Austin, Texas.  It’s managed by the Office of Information and Technology, lovingly referred to as OINT.  For more information, you should check out the VIReC intranet or the VHA Data Portal about how to get an account, what’s required to get access to assets at the AITC.  VINCI is a VA Informatics Computing Infrastructure.  It’s a secure computing environment for VA researchers and others.  
You should definitely take a look at the VINCI central website.  It provides a secure environment, especially for those of you who might be at facilities where you don’t have research servers or much of a research presence.  If you want to conduct research and you just don’t know where to go and where you’re going to store your data, VINCI may be a good solution for you.  A research project, a research PI, can request a secure workspace for use exclusively for that project.  For data analysis in VINCI, data can be uploaded to the workspace for researcher’s local server or requested through National Data System.  There’s personal level data that cannot be downloaded from VINCI without special permission.  If you upload data or you place data from other locations you haven’t placed on the VINCI server, there are definitely restrictions and audits that take place to insure that the data reside exclusively on VINCI, except for special permission.  There’re analytical tools, software available there.  It can be a one-stop shop.  Definitely take a look at the VINCI overview page.  
I want to talk to you a little bit about some of the electronic health record data portals that are available.  You might be doing a research project.  It involves either chart review or you might have consented subjects that they’ve given you authorization to review their records.  Rather than sitting in front of a dumb terminal and transcribing information, we have information access portals with the right authorities and approvals may make your life more efficient.  There’s something called CAPRI.  It was initially developed as an information technology initiative to facilitate coordination between VBA, Benefit Administration, and VHA in determination of veteran’s benefits, the Compensation and Pension Data Interchange (CAPRI).  It actually provides a nice visualization, read only access, to individual patient electronic health records at all VA facilities using a computer software application client that’s installed on the user or the researcher’s desktop.  It requires special software and access verify codes.  The data can be viewed from one health care site at a time.  It includes a search function, and it includes direct access to VistAWeb as well.  
Let’s flip over to VistAWeb.  VistAWeb is a VA intranet web portal that also provides read only access to individual patient electronic health records from all VA sites.  It provides access to both portals accessed through a local VistA.  The data can be consolidated from all sites into a single chronological view.  It also gives you access to VistA Imaging.  If you need to look at .wav forms or results from radiology procedures, it might provide you access to some of the imaging data that are available.  
There’s some unique aspects as I highlight here.  Both systems only provide you read access, so you can’t edit any records.  You can only view.  It does require approval for real Social Security level access, so that’s another level of authorization that is a must.  You can only have approval for one, or many, or all VA sites, but any one of those is possible, and you have to have the proper authorizations.  These requests can be submitted through the Data Access Request Tracking System.  
[Brief pause]
Now let me talk to you a little bit about some of the policies governing data access.  I want to wake you up a little bit, and ask you a question.  I’d like to know a little bit more about why you might be using VA data.  Are you using it for research projects, operations projects, quality improvement projects, administrative projects, or some other.  If you fall into this other category, it’d be very nice if you could specify in the chat box what some of those other categories are.  
[Brief pause]
Moderator 2:
Responses are coming in.  We’ll give it a few more seconds before I close it out here.
[Brief pause]
Okay, looks like things are slowing down.  I’ll close it out and go through the results.  We have 74 percent saying research, 24 percent saying operations, 42 percent quality improvement, 15 percent administrative, 4 percent other.  The comments that we received in about other are research projects and prep to research.  Thank you everyone.  
Denise Hynes:
Thank you, Heidi.  It’s good to know that we have lots of different uses.  Depending upon what you might be using the data for, you may require different processes and approvals.  Anyone who uses VA data has to have some sort of standing in the VA.  By that I mean it could be based on your employment status.  You might be a contractor.  You might have an inter-personnel agreement.  You might be a VA employee.  You have to have some sort of status within VA auspices, specifically for research access to data I’ll focus on today.  Research to data containing protected health information is, with a few exceptions, restricted to VA researchers who are employed either full or part time by the VA, including those who are considered without compensation employees.  
These VA researchers must have a research protocol approved by their local Research and Development Committee.  For those projects that involve any type of human subjects data or human subjects processes, you’ll have to have local Institutional Review Board approval, specifically outlining the proposed use of that data and the security measures planned for storing and using the data safely.  Some data sources permit access for use of data preparatory to research, and there’s mechanisms to do that.  The other access is for an approved project or preparatory to research.  Researchers must comply with the data steward access requirements.  These requirements vary based on the sensitivity of the data and the physical location of the data, whether it’s local, whether it’s on VINCI, whether it’s behind several other firewalls.  
Approval for research data access is really multi-departmental.  Approval might pass through some or all of these offices.  Again, it really depends on the data source, or the data sets, or the information system of interest.  There may be local VHA management such as your Associate Chief of Staff for Research, your Facility Director, or even your VISN Director in some cases.  There is the local Customer User Provisioning System Point of Contact, or CUPS POC.  There’s also Information Security Officer.  These are especially for data that reveal more information.  The more PHI that are available in a data set, the more of these tasks that you will likely have to have authorization from, again, wherein the interest here is in protecting the privacy as well as the use of these data under appropriate authorities.  The VHA Privacy Office reviews packets for complaints with HIPAA and privacy requirements.  The data stewards, such as National Data Systems or VIReC, the VHA National Health Care Security Requirements Office which is part of Health Care Governance reviews data security plans when required, and the VHA Office of Research and Development where all research requests for National, VISN, or real SSN data are reviewed.  I should note that VIReC is actually helping with that process right now.  Data access for research really depends on many of these dimension, but generally the requirements include what’s listed here on the slide:  A description of the data that are needed, some type of access form specified for the data source, research approval documents that may include:  protocol; IRB, or RND Approval Letter, or both; HIPAA and Informed Consent documents; and real SSN access request where applicable.  
Keep in mind that many of the data sets that I described here today do not necessarily require access to real SSN, which is the highest level of data access.  Many of the VA data sets include a separate identifier that precludes having to have that level of access, and the data sets can be linked.  Some access does require it; for example, looking at electronic health records, either locally or through CAPRI or VistAWeb.  Specific access requirements and forms vary by the resource of the data asset.  Please, I encourage you to take a look at the VHA Data Portal Access Overview Page, which will help to provide the kind of information that you really need for each type of data.  
Since we have many people on the call who are intending to use data for non-research purposes, you would fall in the category of operations, or maybe a hybrid if you’re doing quality improvement research.  Data access for operations includes submission of description of data justification.  You still might need signatures and authorizations from your supervisor and Information Security Officer, or ISO.  Specific access forms vary, again, by resource.  There’s something called the VA Form 9957 for scrambled Social Security number access on the Austin system.  You still might need to complete this form.  This basically gets you the privilege of utilizing the mainframe for whatever purpose that you’re going to be accessing data.  There’s also the National Data Systems Health Care Operations Form.  I, again, would encourage you to take a look at the VHA Data Portal Operations Access Page for details by data source.  
The point here is that whether you’re accessing data for research or for operations, and even for preparatory to research, there are specific procedures that you will have to follow in order to access data in the VA.  
This is a screen shot highlighting where the information on the VHA Data Portal resides.  We’ve pulled down the tab Data Access, which we’ve tried to highlight here the different types of requirements for operations access, preparatory to research access, research access, et cetera into one place.  I would encourage you to consult the VHA Data Portal here.  
Data access requirements are determined by the data steward.  Again, it really depends on the sensitivity of the data that you’ll be acquiring, and the format in which they reside.  On the Austin Technology Mainframe, the CUPS Point of Contact really needs to approve authorization to the data sets listed here.  National Data Systems must authorize access for the level of data sets listed in the second tier.  For research requests, the packet of documentation typically includes:  The researchers local R&D Committee Approval Letter, their IRB Approval Letter, and the Waiver of HIPAA Authorization if appropriate.  
Depending on the data source, signed Rules of Behavior or other forms may also be required.  In a later seminar in our series we’ll go into greater detail about requesting access to VA data for research purposes for specific data sets.  
National Data Systems is the steward for some of the data we described in this course and serves as the Access Manager for all of the data except the VA CMS data and the PVM data.  These are managed by their data steward, VIReC and PVM respectively.  Documentation is required by all data stewards and managers, and, again, I’ve highlighted some of the research request requirements.  Again, it depends on the data steward.  
I would strongly encourage you to take a look at the information on the Data Portal and some of the information that’s available when you take a look at some of the information that the offices require.  This is a snapshot example for the Assistant Deputy Undersecretary for Health Enrollment Files.  When you scroll down in the Research Access Overview Page on the VHA Data Portal, you’ll find a listing of every data base covered in this course and more.  For example, the ADISH Enrollment File is not one that we highlighted, but you can see here that we provide detailed information about the availability and what’s required when you request access.  
Access to data by non-VA researchers really is a special area, especially if they’re interested in data containing protected health information, PHI.  It really is restricted to VHA researchers.  The best way and the most common way is for a non-VA researcher to find a collaborator with a VAM appointment who can serve as the principal investigator and request access to the data.  The non-VA researcher sponsored by the principal investigator would have to obtain and be approved for a Without Compensation status at the VA to facilitate participation in the PA’s project.  In other words, the project has to be locally overseen, and there has to be a VA employee who is the principal investigator for that project.  Then the non-VA researcher becomes a part of that project.  If the non-VA researcher then gains, if you will, VA standing as a without compensation employee, that is a step towards gaining access to the data within VA auspices.  
To share data outside VA, really it’s pretty tricky.  That, depending upon the information and the level of sensitivity, it’s becoming tougher and tougher.  There’s even situations when data, in order to be shared outside VA, require permission from the VA Undersecretary for Health.  Many more restrictions, a lot more concerns about being able to re-identify data, and even just removal of 19 PHI may not be sufficient.  Depending upon what your data include, the sensitivity of your data, sharing that data outside VA can be very restrictive.  Definitely, you need to talk with your Information Security Officer and your Privacy Officer to understand some of the requirements that are involved.  
Now that I’ve provided you lots of information, where to go for help?  Let me just give you some big picture information on where to go for help.  I’ve mentioned VIReC several times.  If you’re a new user to VA data, I would definitely encourage you to visit VIReC’s intranet site.  We have an orientation page.  We tell you a little bit more about how even VA is organized.  We provide information about—from the big picture to the detailed picture.  
I would also encourage you to take a look at the tool kit for new users of VA data.  This is a good place to start.  It provides some introductory information, some self-learning kinds of programs.  It provides you links to some of the different types of information systems that are available in VA.  It also provides some data sources and topics.  
[Brief pause]
Even if you take a look at some of our web-based information, you still might want to talk to people.  There’s different ways to do that.  A very traditional HSR Data, ListServ, has been around for many years.  It’s a simple e-mail ListServ.  We have over 950 VA folks.  It includes researchers, data stewards, managers, and other users.  It is behind the VA firewall.  It includes exchanges of current information, ideas, questions, and answers about data and information systems affecting VA research and operations.  It also has a searchable archive of past discussions.  I would encourage you to sign up for this, and it’s a simple sign up.  We cannot enroll folks from outside the VA because it is behind the VA firewall.  
Other help that you should definitely consider:  our colleagues in California, Health Economics Resource Center; they are data stewards and provide excellent documentation about economics data sets.  VA Informatics and Computing Infrastructure (VINCI) website here; they provide a research platform computing environment, and they also host some data and work closely with the Corporate Data Warehouse.  You should take a look at their website.  I would also encourage you to take a look at the VIReC Cyber Seminars as well as our colleague Cyber Seminars that Cider lists on their website as well.  
Talking to people also is helpful.  We definitely answer questions.  I would strongly encourage you to send us an e-mail.  It gives us all an opportunity to organize our thoughts, and it forces you a little bit to put your questions in writing and think through what your question really is.  We do do technical consultations, especially for more complicated requests.  For example, they’re required when requesting access to Medicare data.  There’s also detailed information on our intranet site from some of the research user guides.  It gets down into the nitty-gritty variable level information, if you’re interested.  It also has technical reports and some of our monthly data issues briefs.  
Our phone number and help desk e-mail are here:  VIReC@va.gov.  
I’m going to close there and see if we have any questions for today.  
Moderator 1:
Hi, Denise.  This is Joanne.  Thank you so much.  We do have some questions.  However, where, in the interest of time, we have about two minutes until the end of your session.  Would like to answer a question or two or—
Denise Hynes:
Sure.  
Moderator 1:
Okay.  First of all, the first question is:  What steps are taken to validate the data in the national databases?  How are they validated?  What is the frequency of the validation?  
Denise Hynes:
That’s a great question.  It really depends on the data source.  Those kind of details I’m going to give a pitch for are upcoming Cyber Seminars, which focus on particular aspects of data sets and research examples.  We’ll highlight some of these aspects.  Some of the validation processes are really also beyond the scope of what we might highlight in the Cyber Seminars.  If you’re interested in validation and audit procedures for particular data sets, I would encourage you to contact us, and we can put you in touch with the appropriate data steward and their staff.  
Moderator 1:
Thank you.  Next question:  Are the LAR data sets cleaned, i.e., standardized LAB units and Test Names?  
Denise Hynes:
The LAR data sets are.  The Corporate Data Warehouse also maintains laboratory results data, and they are—it’s not a question of whether they’re cleaned or not.  They’re just done differently.  A relational database has a different format than the LAR database, but you should take a look at the LAR database.  There’s a lot of documentation about the LAR database.  We actually have an upcoming Cyber Seminar on our list on the screen shot that I have here.  For more specifics on particular lab tests send us a question, and we’ll help you out.  It really depends on what type of lab data you’re really interested in.  Lab data are not all inclusive.  It includes only some of the lab data.  We probably want to do our evaluation tool, Joanne.  
Moderator 1:
Right.  I’m going to ask Heidi to publish that now.  I’d like to thank Dr. Hynes for providing this session, and to let users know—attendees know that our next session is scheduled for Monday, November 3rd from 1:00-2:00 p.m. eastern, and is titled Requesting Access to VA Data for Research and Operations.  It will be presented by Linda Kok.  We hope you can join us.  Thank you everyone.  
[End of Audio]
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