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By the end of this talk, you

» Will be able to determine whether a project is a
research or quality improvement (Ql)

» Know where to find information about the correct
data request process for data needed in your
project

» Be familiar with standard research documents and
research and QI data request forms




Agenda for today

» Is it research or is it quality improvement?
» General Requirements for Data Access
» Data request requirements

- Research

> Quality improvement

» Using the VHA Data Portal to identify request
processes

- Research Access, including DART forms
- Operational Access
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Acronyms used

IRB - Institutional Revie

R&D Committee - Rese
and Development Com

ACOS-R - Associate Chi
Staff for Research

ORD - Office of Researc
Development

ORO - Office of Research
Oversight

Ql - Quality Improvement
QA - Quality Assurance
Pl - Performance Improvement
PE - Program Evaluation

DTA - Data Transfer
Agreement Contact (often your facility ISO)



Acronyms for dat

» CDW: Corporate
Data Warehouse
domain data

» MedSAS: Medica
datasets

» MCA (DSS)
Managerial Cost
Accounting System
data (formerly

Decision Support
System (DSS) data)

» PCS: Patient Care
Services data




Poll #1: About you

» What are your roles in VA research or operations
data use? Check all that apply.

0]

Research investigator

(0]

Quality improvement investigator

0]

Project coordinator, data manager, data analyst
IRB Chair or ACOS-R
> Other - please describe via the Q&A function

(0]







N

We do systematic investigations
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Research is a systematic
investigation

The research process

Conclusions Fte_search
idea
Cqmparls_ﬂn Literature
with earlier B —
research
Theoretical Theoretical
interpretation formulation of the
of the results research problem
Answering Empin!al
the empirical research questions

research

q(tions {ﬂ?nalization}
Data Research d
analysi Data 'Iannlng}

ollectio
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Quality improvement studies
can also be systematic
investigations

HET

\




Research is

» Designed to develop or contribute to
generalizable knowledge

» Designed to produce information to expand the

knowledge base of a scientific discipline or
scholarly field of study




Activities that are a/ways research

» Projects funded or supported A S research by ORD
or any other entity

» Clinical investigations - as defined under Food and
Drug Administration (FDA) regulations

Office of Research Oversight

presentation
October 28, 2011
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Activities that are a/most always
research

» Double blind interventions
» Placebo controls

» Prospective patient-level randomization to clinical
interventions not tailored to individual patient
benefit

Office of Research Oversight
presentation
October 28, 2011
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Use of operations data for research

» Data collected for non-research operations may
subsequently be accessed and used for research

» VHA Handbook 1058.05

» VHA Operations Activities That May Constitute
Research




Quality Improvement (Ql)
(operations not research)

» Studies in which findings are intended <ONLY> to
be used by and within VA or by entities responsible
for overseeing VA

Office of Research Oversight
presentation
October 28, 2011




Examples of QI studies

» VA All Employee Survey (AES), Voice of VA Survey,
etc.

» Cardiac Assessment Reporting and Tracking
System (CART)

» External Peer Review Program (EPRP)

» Home and Community Based Quality Care Initiative
» Inpatient Evaluation Center (IPEC)

» Mental Health Program Evaluation Centers

» VA Surgical Quality Improvement Program (VASQIP)
Office of Research Oversight

presentation
October 28, 2011




Tips for research staff on studies with
Ql and research components

>

Determine which components are Ql and which are
research

Establish separate document folders
Understand compliance requirements for both

As you undertake each activity determine whether
you have on your research hat or your operations
hat

And keep your hat on - the right hat!
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Is it research or operations?
When in doubt, check with...

Facility IRB
Facility Research & Development Committee

v

v

Program Office supervising/sponsoring the project
Office of Research & Development (ORD)
Office of Research Oversight (ORO)

v

v

»

20






Criteria for use of VA data in research

» Employment status

v

Proposed use
Data Steward requirements

v

Sensitivity of data

v

Physical location of data

»




Requirements for research data access

» Description of data needed
» Access form(s) for specific data source(s)
» Research approval documents
> Protocol
IRB approval letter
R&D approval letter
Informed Consent documents
HIPAA documents
Real SSN Access Request (where applicable)
» More often via DART

(0]

o

(0]

o

(0]
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Approval for research data access is
multi-departmental

Local Data Steward Regulatory

Management Requirements Compliance

Oversight




VHA local management oversight for
specific data sources

» Health Information Management (HIMS)
- CPRS
» CUPS Point of Contact or ISO
> National MedSAS data with scrambled SSNs
> On the AITC Mainframe
- MedSAS - real SSN for local facility
- MCA & VSSC Web Reports - scrambled SSN

CUPS = Customer User Provisioning System




Data stewards set requirements for data
sources (examples)

» National Data Systems (NDS)
- CDW
- MedSAS data with real SSNs
- HERC data
- Many others
» Patient Care Services
- Specialty Medicine custom extracts
- Pharmacy Benefits Management data
» VIReC
- VA/CMS data
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Regulatory compliance reviewers

» VHA Privacy Office
» VHA Security Liaison Office
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Operations data access requirements -
including quality improvement

» Description of data needed
» Justification for data use
» Signature of supervisor and ISO

» Specific access forms vary by resource, examples:
- VHA NDS Healthcare Operations Form
» More often via ePAS




Access to VA data by non-VA researchers

Data containing Protected Health Information (PHI) is
restricted to VA researchers

Collaborate with a VA Researcher

Pathways
dare
||m |tEd Obtain permission from

VA Under Secretary for Health

Obtain HIPAA authorization from Veterans to use
their data






Poll #2: VHA Data Portal

» Have you visited the VHA Data Portal for
information about data access?

> Yes, frequently

- Browsed a little

> NO, never

- Not sure/not applicable
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VHA Data Portal

I -

Home Data Sources Data Access Tools Resources Training AboutlUs Support

Welcome to the VHA Data Portal!

The one-stop-shop for data users’ needs.

The WHA Data Portal is a collaborative effort among the following program offices
to provide a central gateway to information about VHA data:

- VHA National Data Systems (NDS)
- VA Information Resource Center (VIReC)
- VA Informatics and Computing Infrastructure (VINCI)

- VHA Data Quality Program

Data Access:
Visit the
Access Section
to learn abou
requesting access
to VHA Data

Our mission is to promote a knowledge-sharing culture that supports the needs of
“WHA data users. The portal integrates information from muliiple sources into a
common format and single location to promote a comprehensive knowledge base
and to facilitate a positive end-user experience.

News

Upcoming Events Popular Links

Change in Real SSN Research Data VIReC Cyberseminars Data Access
Request Process October 21: Developing a Chemotherapy Y *

ORD has instituted a change in the approval Ordering Management System = DART Qverview and Forms ¥

process for researchers’ requests for data with i fhe Preta U e Y e _ N ¥

October 27: Seeing the Data When You Can't . ch DART Application €
real 3SNs. New and pending DART requests St the Data A _IrélL o Docum “:t"tior e Launch DART Application &
ea required to submit the Real SSN Access éf = R e Resources
e Real SSN Data o - Corporate Databases Monograph
S \VEDsite Tor VINCI Happy Hour - 3rd Wednesday Every - DAR
) Month at 1PM MT - HSRData-L Listserv (fimee

Cl in its continuing efforts to assist VHA data
balding its VINCI Happy Hour apen

, 32
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VHA Data Portal

Home Data Sources Datg Access Tools Resources Trai

N

zome to the VHA Data Portal!

alnlala]l v el s BF AT el sl =]

he one-stop-shop for data users’ needs.

ne VHA Data Portal is a collaborative effort among the follo -
) provide a central gateway to information about VHAZ Re S Eizas

. - P .
Veterans Service Officers Access
feterans service UMcers ACcess

- VHA National Data Systems (ND S
- VA Information Resource Center (VIReC)

- VA Informatics and Computing Infrastructure (VINCI)
- VHA Data Quality Program

Business Associate Agreements
Data Use Agreements

YHA Data Sharing Agreement

| | - -'\.HS &=
L) ELE LAl

ur mission i1s to promote a knowledge-sharing culture that supports the needs of
HA data users. The portal integrates information from multiple sources into a
ymmon format and single location to promote a comprehensive knowledge base
nd to facilitate a positive end-user expenence.

Upcoming Events

Cyberseminars Data Access Reql
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Em ¥ | http://vaww.vhadataportal. med.va.gov/DataAccess/Rese O ~ & XI 2 Research Access X %
File Edit View Favaorites Tools Help
I -

&

VHA Data Portal

Home Data Sources

Nl
£

Research Access

Data Access »

Did You Know?

Research data users may
request access to CDW data
with either real or scrambled
SSNs. There are specific
additional access
requirements for Vital Status
and DSS NDE data domains.

Research Access

overview
Access
Data Sources

Tips for Requestors

Research data users do not
access CDW data directly.
CDW Data Managers prepare
data extracts that can be
used in the VINCI
environment or on local WHA
network servers as indicated.

Access Tools Resources Training AboutUs Support

Data Access Overview
Operations Access
Preparatory to Research Access

Research Access

Research Access
Medical Advisory Opinions
o Overview Access

Veterans Service Officers Access
arch protocol approved by a VA

d (IRB). VHA data. along with other
1at improves the delivery of health

VHA Researchers can request access to WVHA data
Research and Development (R&D) Committee and
types of health information, enable YHA investigatc
care to Veterans and the general public.

Business Associate Agreements
Data Use Agreements

VHA Data Sharing Agreement

Note: The following resources provide information Repository 3 activity constitutes research:

» WVHA Handbook 1058.05. VHA Operalions Al lsee—recmrey—oomemmesrsssswmemypesl 2011)

= Decision Chart for Determining VHA Operations Activities That May Constituie Research

& Types of Data Access

Expand the options below to learn more about the types of WHA data access available for approved research projects.
Direct Access

Data Extracts

a. Requesting Access
Access to data sources and data access tools is available through several request processes, including:
- Patient Care Services (PCS) Request Process
- Pharmacy Benefits Management (PBM) Request Process
- Data Access Request Tracker (DART) Process & Forms
- Local Customer User Provisioning System (CUPS) POC Request Process
= WVAJ/CMS Data for Research Request Process
= VINCI Workspace Request Process

Determining which process to use for requesting access depends on the data source or data access tool:
_ -

- Expand a source or tool in the lists below for an outline of its access request process.

rinitions nieced in the thece onitlingc
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Data Source
Request
rocesses

E There arz epaciiic
anational acoese
requirsmants for Wital Stz
and DE gata gomal
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C 3tz Managers prapars
data exiracts that gan be
usad In the VINCI

ment of on kagal VHA
nebwark s2rvers a5 Indicsted,

-
[‘\@f VHA Data Portal Home Dats Sources Data Access Tools Resources Training About Us Support

I

Research Access

& Types of Data Access
Expand tha oplons bed
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ldentifying research request processes
on the VHA Data Portal

& Data Source Request Processes

Expand a data source in the list below to view an outline of its data request process.
[¥] ADUSH Enroliment Files
AITC Mainframe
BIRLS Death File

CDW Data

MCA (formerly DSS) NDES & Tools Request Processes

MCA (formerly DSS) Web Reports Expand a data access tool in the list below to view an outline of its access request proces

Medical SAS Inpatient & Outpatient Data Sets AITC Mainframe Workspace
on-VA Medic e (formerly Basis) Files
AH ical Care (formerly Fee QD [£] CAPRI
NPPD
CPRS

OEF/OIF/OND Roster
SASIGRID
PBM Database
[F] VA Network Server Workspaces (Local and Regional)
VAICMS Data for Research

WVINCI Workspaces
[E] VETSNET File

VistAWeb

Vital Status File

VSSC Web Reports




Example: Research Request Process Table for Medical SAS

e

r ledical SAS Inpatient & Outpatient Data Sets

Level of Identifier Functional Task Data Source Data Type of Request Process
Access Codes Location Format Access .
Mational Real 55N 1107701 AITC Mainframe SAS Direct DART Request Process
/
&SN eal 55N 110TT0S AITC Mainframe SAS Direct DART Request Process
~—— 11/ — N ~ -
Local CUPS POC R st
Local ( Real SSN >1DN NO1 AITC Mainframe | SAS Direct o e
N Process
e I O l{-‘
National Scrambled | 460N AITC Mainframe | SAS Direct Local CUPS POC Request
55N Process
L IDE D
VISN scrambled 44NN AITC Mainframe | SAS Direct Local CUPS POC Request
558N Process
L IDE D
Local ggﬁmmm 110NNO1 AITC Mainframe | SAS Direct ;fgf'e;"sbpb POC Request
™\
MNational Real S5N INFA / cDwW \ SAS® Extract DART Request Process
VISN Real 55N N/A, // cCDW \\ SASH Extract DART Request Process
Local Real S5N N/A ! cCDwW \ SAS* Extract DART Request Process
5 bled
National Sgﬁm © N/A CDW SAS® Extract DART Request Process
VISN ggﬁmmm N/A \ CDW / SAS* Extract DART Request Process
S bled
Local S;ﬁm © N/A \ COW / SAS® Extract DART Request Process
N

S—=
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File Edit View Favorites Tools Help

)) VHA Data Portal

Home Data Sources Data Access Tools Resources Training AboutUs Support

Data Access Overview
Data Access » Preparatory to Research Access Operations Access

Preparatory to Research Access

L ae Preparatory to Research , "ecrenaces

Medical Advisory Opinions

VA/CMS data cannot be
. Arrpes
accessed preparatory to o Overview ACCESS
i Veterans Service Officers Access
I'EBESJCI"_I. VIRETC EIDALE The term “preparatory to research” refers to a provi i Jdsion and WHA policy allow a
cohort size estimates through i ) Birei cnriata Anr : )
S — - — covered entity (2.g., VHA) to provide personal heal  Business Associale Agreements for the purpose of developing a
! re— equest Lonsutiation WHA research protocol without Data Use Agreements
Service for researchers =
intending to use VA/ICMS - the patient's authorization or WHA Data Sharing Agreement
data. - awaiver or an alteration of authorization by ar ~ REposiiory

Under the HIPAA Privacy Rule and WVHA policy, VHA mMUst obtain rom the researcner representations that
Preparatory to Research

= the use is requested solely to prepare a research protocol or for similar purposes preparatory to VHA research,

Overview

Request Access = the PHI will not be removed from the covered entity, and

Data Sources = the PHI for which use or access is requested is necessary for the research purpose.

Tools Note: Pilot studies are not considered preparatory to research activity and require IRB approval. Visit the Research Request
Process page for more information on requesting data for IRB approved projects.

WHA prohibits using preparatory to research data to contact or recruit subjects. Authorization to use data preparatory to research
Scan each required ceases once the protocol has been submitted to the IRB and the Research and Development (R&D) Committee for review.
document and submit as VWHA Handbook 1200.05, section 57 provides more information.
individual files to ensure
requests are processed in a % Requesting Access

timely manner.

Access to data sources and data access tools is available through several request processes, including:

= CAPRI/ VistAWeb Request Process

- Local Customer User Provisioning System (CUPS) POC Request Process
= National Data Systems (NDS) Preparatory to Research Request Process
- Patient Care Services (PCS) Request Process

= Phammacy Benefits Management (PBM) Request Process

= VA/CMS Pre-Request Consultations

= VINCI] Workspace Reguest Process




DART

40



epartment of Veterans Affairs

HA Data PDrtaI Home Data Sources Dafg Access Tools Resources Training About Us

) the VHA Data Portal! Operations Access

top-shop for data users' needs. Research Access

ata Portal is a collaborative effort among the following program offices
central gateway to information about VHA data:

HA National Data Systems (NDS) Bus
A Information Resource Center (VIReC)

A Informatics and Computing Infrastructure (VINCI)
HA Data Quality Program

1 15 to promote a knowlaedge-sharing culture that supports the needs of
isers. The portal integrates information from multiple sources into a
mat and single location to promote a comprehensive knowledge base
late a positive end-user experience.
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DART: Request forms

Memorandum

Department of
Veterans Affairs
Date: |

From Prncipal Investigator  “nsert Name of Principal Investigator|

Subj. Research Data Request Memo for: “Tracking Numbe - Name of Protocol”

To:  Dwector, Naponal Data Systems

The followng information is required and all signatures must be cbtaned before any review of this request
can take place:

Is this Principal Invessigator a VA employee? [JYes [INo
Is this request for data use for a VA research study (includes pilot studes)?. '
Is this request for activibes preparatory 1o research? [Yes [“No
Chack the typo(s) of data needed: [ Real SSN [ Scrambled S~
Will any data be transferred outside of the VA? [TYes [V

Will the data be stored in the VINCI Environment? =

Please describe the data you are requesting and prove- " il be used in
this research study. Must reflect data discussed S .« Real SN is
requested, provide a justification. Li~* e -« they are VA Employos,
Contractor, of Without Q\)

Real SSN Access Request

This fom is required for research requests for real SSN data requesied through DART. Complste ihe infammstion befarr
a0 submt this form for approval by your IRE Chair snd the Associsie Ghisf of Sisft for Research

SectionA. Principal Investigator

Principal Investigator:

Project Name:

Checkths boxes
whera this information is lacaiad in the protocal.

[ Use o7 VA dsts susiisble poiv
[ Linkio non VHAdata =

O Otnerresson i %

[ Link 1o primary data cobiection
O Recrut subjects
[ Use VistaWeb, CAPRI, TIU Notes o

o

1 affirm the reasons checked above are consistent -

realSSNs. Include -

vt Form
= @ Special User Access to VHA Electronic Health Records for
() Researchers

L Last Nowe I: First Nowe Noddie lmstind
[T ¥ Secial Seruniny No.

& Dase of Birk *. Dividion.

¥ Ofce Phaaa N6 L3 1 g et

QS"S 13— — ! W o S
, ; A e

dosuments checked above are censistentwith

the use of real S5N data and the Human Subjects
Subanrmrmiies [1RE] Pas et i d e csn o eat SN dota 12 pusded for o ress orah orajet

S P C s

[— P&;

Name of 9 & Projects IR # a ‘

- P\

\ — Se

eo B e a1 B0 e .
Dver NA  VieerotinormesConsert | D ver DA e )
SR

Site Restristed Acvws: (Plence fill out Site Lict if more than

« HDI of any change tn my ponition or dunies &y refased © wy EHR aceess |
t Aiens Taw

Signature, 178 Char

Section C. Associate Chiefof Staff for Research (ACOS-R)
————————

Re°

e data will be needed for. |

CDW DOMAIN CHECKLIST

s the Principal igator, | cortify that the data
Moyedm-:oomuuvamdvﬂApdk:ylm .
Ic 4 Production
Security Program; VA Directive -nau-nl»ukssoz Allergies
Handbook 1200.05, 1605.1, and 1605.2. The data being Appointment
with the protocol listed above. BCMA {Bar Code Medscation Administration]
acknowledge and affirm that | am the o) Coneut
lbreaches involving downloaded data from this reque Dental
sons (COW)
Fee (Purchased Care)

Health Factors

Inpatient Encounters
Lab Chemistry
Lab Microbiolagy

Mental Health Assessment
Orders (CPAS)
Outpatient Pharmar

Olllmmm - a‘a
C,O\N R

OTHER

HERC

00“‘3\

RAW*

Beneficiary Travel (CBO)

Bill Clairns (CBO)
Compensation & Pension Exam
Echocardiogram

Electronic Time Attendance
Emesgency Dept. Int. =
Equipmment lnve-

IFCAR
. (\

Prosthetics
Radiology
Surgery

*CDW Raw dato is dota thot hos been pulled w/-rny

COW Raw dara require additional time for
extracts and it is more difficult for studies ta use

Care Assessment Need ICAN) Score (Requires Scrambled SN Level Access)

VA Facity Name:

iewead the protocol and that legal authority exic
ndi that the Information Security Officer has revi
< facility's s@andard operating proceduras.

st

[T Simamrs B ool Tavotignior
oas
Name sad Tite of \oproring Aatharer D
~ - Towe
|
RULES OF BEHAVIOR FOR ACCESS AND USE OF DATA Jor ‘:"*"’ Dot bom spovoved.

-

FROM VHA VITALSTATUS FILES
The oy relee of bahariar 3pply 3 sveryare. B

S p Y
from the VA Vital Status Pille from Naticaal Daes Sy stema.
o Namomal EMR Access

1understand thatata from the Centers for Medicare and Medicaid Services anddata from the Ussted States
Renal Data Systess. used withm the VA Le. VA/CMS data contatn seaskrve mformation mcuding the
P d haalth Y Veterars.

2and daccess

Tam personally accos éthese
data have the porentialtocause great risk o Veterans. employees and the Ageacy. I well act acecedinglyto
ansure the comfidantiality and sacurty of these data.

speafically, in additiom tomy agreement to abide by the pobcres described m VA Mandbook 6500 VA
Informaticn Securfy Program. inchdag the VA Naticesal Rules of Bebavicr, | agroe tothe folowsg
andmenn
> Twill ensure the VA/CHS data will reside caly on the followtng:
L) jodia s which it d.
5 3VAnetwerkserver ocated i an OIAT managed sar-
5 VA appreved storage for ata back up or for 3~

e

of
%e\\a\" s

e the privilege for use of all Medicare
dmaont

P
~alyss Camter (MAC) Information Custad ian.

v

Whers e of the VA/CMS data is for puatsr
the IRB approved protocol

v

Where use of the Vi
wth the special reor

JCMS#

s & the miniressm ool siow lezs than 11 orif any Saseminated information sould
posskly perm deduction of 3 beosbaary s idectity

hat! may be subject

! camypesenn ind stgned senstivey
level desgnation

an official

ha: mewn
: attrbitain o my secesz o

1 tomeaitor,
mbercept. read. record. and copy al v

Because writes guidance cannot cover every contngency. personne are asked to go beyond the
stated rules. uang ther best jodgeant and Mghest othacal standards to puide theer acticas

w of bahavior for the wos of VA /CMS data.

tunderstand my resporasbtties. § il comply vtk the

] Mulegie Saes (See Chackint)
T ViSNowdew____
Raponwide #
Prtvest Raricnnd List

|35
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VHA Data Portal Home Data Sources Data Access Tools Resources

come to the VHA Data Portal! Operations

he one-stop-shop for data users’ needs. Research Access

he WHA Data Portal is a collaborative effort among the following program offices
) pravide a central gateway to information about VHA data:

- VHA National Data Systems (NDS)

- VA Information Resource Center (VIReC)

- VA Informatics and Computing Infrastructure (VINCI)
- VHA Data Quality Program

ur mission i1s to promote a knowledge-sharing culture that supports the needs of
HA data users. The portal integrates information from multiple sources into a
ommon format and single location to promote a comprehensive knowledge base
nd to facilitate a positive end-user expenence.
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Upcoming Events

W Review Cyberseminars Data Access Reql
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F‘!
¥ Operations Access b4

Note: For operations projects (Pl, Ql, QA) use these instructions.

I

Home Data Sources Data Access Tools Resources Training AboutUs Support

A 6 el VD http://vaww.vhadataportal.med.va.gov/DataAccess/Ope ,O v O X

File Edit View Favorites Tools Help

) VHA Data Portal

Data Access Overview

Data Access » Operations Access

Operations Access

Preparatory to Research Access

T e Operations Access reseann Access

Medical Advisory Opinions

Operational Access request .
- C (=3

include users who require # Overview RS

access for Treatment, Veterans Service Officers Access

VA or VHA employees or contractors who require £ » of their official duties under the
Payment, and/or Healthcare

) - treatment, payment, andfor healthcare operations | Business Associale Agreements lity and Accountability Act (HIPAA)
Operations. Operations ) . )
4 Nom.R . can request access to the data required to perform  Data Use Agreements znt and improvement, operational
access and Non-nesearc reporting, auditing and general administrative dutie _
access is Synonymous. VHA Data Sharing Agreement
Note: The following resources provide information  Repository s activity constitutes research:
= WHA Handbook 1058.05: VHA Operations AC lsreasmmarrreymoomommmemwoosarmmypest 20711)
O R, - Decision Chart for Determining VHA Operations Activities Thai May Conslifule Research
Access -
Data Sources & Requesting Access

Access to data sources and data access tools is available through several request processes.

Tips for Requestors

= Patient Care Services (PCS) Request Process
If emailing your form for

CAPRI andfor VistAWeb
) = Local Customer User Provisioning System (CUPS) POC Request Process
access you must encrypt it as . '

it requires your SSN and » Medicare and Medicaid Analysis Center (MAC) Request Process
DOB. = VINCI Workspace Request Process

+ Pharmacy Benefits Management (PBM) Request Process

= The following processes are managed by National Data Systems:

= CAPRI [ VistAWeb Reguest Process
« Healthcare Operational Request Process

» Healthcare-Associated Infections and Influenza Surveillance Sysiem (HAIISS) Request Process

!

Determining which process to use for requesting access depends on the data source or data access tool

- Expand a source or tool in the lists below for an outline of its access request process.
= View Terms and Definitions used in the these outlines.

Note: Cperational data users generally receive direct access to VHA data.

http://vaww.vhadataportal.med.va.gov/DataAccess/OperationsAccess.aspx ]e'St Processes




Operational Request Access Forms: NDS

VHA NDS ACCESS FORM FOR HEALTH CARE OPERATIONS

User T % mmhu:m | Special User Access Request Form |
1 LAST NAVE, IRST NANE, MIDOLE NAME, SUFFIX Z VA EhAL ADDRESS —_— i _— ‘ ST {
3. J08TMLE 0 B ; 4. 85N £, Date of Birth S
- B 6. Office Email 7. Title es
‘ £a. VA Employee 80 Contractor 8. VAVHA Oreanization & Mail Code. 3. Program Name Office CC
= Purpose of Use 10. Projsct 1L Offics P (
Payment. Tresinen. costanass oner 1T Local Faciliry or Divicion Se

14 Acews: required for
Truatment

Data Sources
a] oratelDataWarshouse (COW]
[]_VSSC Web Reports
[]_DSS Web Reporis 0
Mainirame Acces
Operation Enduring Freedom / Operation Ira = 6 El

-soing why you require aceers o

==

B

CAPRI/ VistAWeD

O Need of access wil

5ttt S F > ? 0(
By s, & ? PS e eiofs posion o Gt 33 1 L o i Kl e e 19 i R s (V2 TYiH g i ey i

, special wsev access.

| acknowted, <Dl
provided COV. - VA Austin
Regional Data . (\ ata wil only be: s HAIISS Access Request Form T5. Name and Tith of Sup VHA EHR and AIS Access
oot 1 for Operational actites HAI lss Infection & Influenza — _ Rules of Behavior
asnonsdso o e o Opertonsl scies Surveillance System PTEASE NOTE: This aceess request form is ony for Clinical use at this T Sizmature of Supervivor
e ance/ 1055 05 Hon Research Operafions time. Ifyon want to utilize this data for Research purpases please contact T e Name Service Section
‘National Data System Health Information Access at hia@va.gov. Title: Station Number:
tis the responsibiity of BOTH the user and the supervisor to ensure training i mature of Service Chie, Chicf of Stalf, o7 Frozrf  SSN Mail Symbol
[0_By checking this check box, Iaffirm that ' have read and understood | 1. Last Name 2. First Name 3. Middle Iuitial
D oy et o | B DatedlBi _ Pnone Number
4. Offics Email 5. Domain VA NT Username (ie. VHAMASTER ivhais...) TR o Saess
Ap| e 5 o Director. Health Information Gevernance (HIG!
NAME AND TITLE OF SUPERVISOR. 3 kA
i Bt The following security policies and nies of behavior apply to everyone (e.g., Department
5o 3 Offcs Phone Xo 5. Office Phone Ext T T of Veterans Affairs (VA) employees, contractors, and business partners) who has access

to Veterans Health Adminsstration (VHA) electronic health records (EHRS) or automa#~
information systems (AlSs). Because written guidance cannot cover every con*
10. Local Facilier 12. Level of Access: personnel are asked to go beyond the stated rules, using thewr best judam-

Vo)
[ Access to Local VISN ( ((\ highest ethical standards to guide their actions. Personnel must un- q \O

Sy 1 rules are based on Federal laws, regulations, and VA and VH» ~
- there are consequences for non-complance with these =~ Y\

NAVE OF INFORNATION SECURITY GFFICER.

11, Local VISN (Veterans Inteerated Service Network) [7] National Access (Please -
13, [T require National Access for my official job duties as outlined below: ;
es can inc

S chade:
es fvom work, demotion, removal, and cnr O
CC As an authorized user of V**~ S -ang access fo data
stored in them, | und~~ \)\e _cess to perform my assigned

‘ of the volation, at the dcretion of nmagemem "

won

duties for this r~ « its intended purpose. | understand

Oa‘_‘,a _cmation Govemance (HIG) of any cliange it my -

.ot to use HAIISS datn for research purposes. I also P
affirm that I have re~ -+ of Behavior fpages 2-4) and agree to comply with the Is —on from to or
requirements. gt _«mation about patients and employees is confidential and
T4 Siznar Dare prot nauthonzed disclosure and am aware of the regulations and VA
P ‘ EHR urity policies designed to ensure the confidentiality of all sensitive
e inform .. 1 agree o acquire and use sensitive information only in accordance with the
of my official g nt duties, using security pohcxes and

hardcopy or softcopy, as appropriate, and ensuring that sensitive information is accumle
and relevant to the purpose for which it is collected, provided, and used. | understand
that my obligation to protect sensifive information does not end with the termination of
my access to VA EHRs and AlSs, nor with the termination of my government

6 S P ‘ Do procedures. This includes: propcﬂy of sensitive

17, Name of Service Chief, Chief of Staff. or Program Director (see instructions)

18, Siznature of Service Chief, Chisf of Staff. or Program Director ‘ Date empl
FOR HIG USE ONLY. | agree to protect information security through effective use of security mechanisms
Authorizing FIG Official (check one)r assigned to me, and to protect my passwords (e.g., accessiverify codes, electronic
- signature codes, and other security devices) from disclosure. | understand that | am
[l Depuuy Director. National Daia Systoms (NDS) Hoalth bnformation | (= 1o o strictly prohibited from g With ry family, friends, folow workers,
Access (HI4) supervisor(s), and subordinates. | understand that | may be held accountable for al
T Dare. ] Mationa] HALISS Access entries or changes made to any government EHRs and AISs using my passwords

| will exercise common sense and good judgment in the use of electronic mail on VA
systems. | that mail is not and | have no
expectation of pnncy in usnng it ! understmd that technical or administrative problems

Request Form for Access to HAIISS May 2012
Pazsors




Resources

VHA Data Portal:

> http://vaww.vhadataportal.med.va.gov/

VIReC Website:
http://vaww.virec.research.va.gov/Index.htm

VIReC HelpDesk:

v

v

v

- 708-202-2413
VIReC Real SSN Review Help Desk

o

v

VINCI Concierge Service - CDW data specialists

>
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Contact Information

virec@va.gov
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