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Poll #1: Your role as a data user 

What is your role in research and/or quality improvement? 

• Investigator, PI, Co-I 

• Data manager, analyst, or programmer 

• Project coordinator 

• Other – please describe via the Q&A function 

11/2017
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•

•

•

•

•

Poll #2: Your experience with VA data 

How many years of experience do you have working with 

VA data? 

11/2017
 

 One year or less  

 More than 1, less than 3 years  

 At least 3, less than 7 years  

 At least 7, less than 10 years  

 10 years or more  
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Today’s objective 

The purpose of this cyberseminar is to
 

provide an introduction to 


requesting approval for access to VA data 
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2. Find data 

to match to 

question 
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Types of data: Examples
 

Patient health records (EHR)  

Allergy, Lab tests, Lab results, 
Echocardiogram, Immunization, 
Inpatient, Outpatient, Pharmacy, 
Radiology 

Mortality 

Diagnosis/treatment 


Patient care management 
Appointments, Consults, Recall 
Reminders, Waitlists 

Community care outside the VA 

Primary care management 

Providers 
Healthcare providers, specialties 

Locations of care 
Facilities 

Size, complexity scores
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Reminder on commonly used VA data sources
 

CDW MedSAS & 

MedSAS Views 

VA MCA NDEs 

VA Vital Status 
File 

PBM VA CMS Data 

9 

Clinical Care Activities & Costs Non-VA 

VistA - EHR Utilization and Status 

Claims/Costs 
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Prosthetics Spinal Cord 

Injury 

Oncology 

Traumatic Brain 
Injury 

Geriatrics Mental Health 

Special populations 

Additional VA data sources - examples
 

11/2017
 



11 

11/2017 

11 



  

 

 
 

 

 

 

 

 12 

7. Receive 

data6. Data 

access 

permissionData 

process? 

5. VHA 

Access 

Category? 

Session roadmap 

11/2017 



13 

11/2017 

13 



14 

11/2017  11/2017
 



1/2017 1  



 

 

16 

11/2017 



 

 

17 

11/2017
 



 

 

 18Example: CDW  Operations Access 
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VHA data access requests: It’s complicated!
	

Complex Data 

Organization  
 

• Data use purposes  

• Sources  

• Host/storage venues  

• Record identifiers  

• Stewards/ data access 

managers  

• Formats  

• Analysis platforms  

 

Complex Access 

Request Processes  
 

• Types of user 
privileges  

• Multiple request 
approval processes,  
forms and documents  

• Multiple access  & 
delivery processes  
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What do you need to know? 

VHA data access category - data use 

Record identifier required 

Number of facilities included in project data 


Where data are hosted and stored 

Requirements and approval processes 







Platform/venue where you will manage and 
analyze data 

How you will receive/access your approved 
data 

Data formats 
11/2017
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5. VHA 

Data 

Access 

Category? 
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http://vaww.virec.research.va.gov/Access/Research-vs-Operations-Decision-Tool.pdf 11/2017 

http://vaww.virec.research.va.gov/Access/Research-vs-Operations-Decision-Tool.pdf
http://vaww.virec.research.va.gov/Access/Research-vs-Operations-Decision-Tool.pdf
http://vaww.virec.research.va.gov/Access/Research-vs-Operations-Decision-Tool.pdf
http://vaww.virec.research.va.gov/Access/Research-vs-Operations-Decision-Tool.pdf
http://vaww.virec.research.va.gov/Access/Research-vs-Operations-Decision-Tool.pdf
http://vaww.virec.research.va.gov/Access/Research-vs-Operations-Decision-Tool.pdf
http://vaww.virec.research.va.gov/Access/Research-vs-Operations-Decision-Tool.pdf
http://vaww.virec.research.va.gov/Access/Research-vs-Operations-Decision-Tool.pdf
http://vaww.virec.research.va.gov/Access/Research-vs-Operations-Decision-Tool.pdf
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6. Data 

access 

permission 

process? 
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What do you need to know? 

 VHA data access category - data use 

 Record identifier required 

Number of facilities included in project data 


Where data are hosted and stored 

Requirements and approval processes 

Platform/venue where you will manage and 
analyze data 

How you will receive/access your approved 
data 

Data formats 
11/2017
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What do you need to know? 

 VHA data access category - data use 

 Record identifier required 

Number of facilities included in project data 


Where data are hosted and stored 

Requirements and approval processes 

Platform/venue where you will manage and 
analyze data 

How you will receive/access your approved 
data 

 Data formats 
11/2017
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Record identifier required
 

Identifiers  

• VA’s scrambled SSN  

• Real SSN  

• ICN  

• CMS Beneficiary ID  

 

Reasons driving  

choice/selection  

• Data only available with one 

type  

• Link to primary data 

collection  

• Need to link to non-VA  data  

• Only CDW data being used  
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Number/location of facilities included in project data
 
• Local –  Your local VA healthcare facility/medical center  

• VISN  - Facilities only within your VISN  

• National –  Any facilities outside your VISN  
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CDW 
AITC 

mainframe 

VHA 
program 
offices 

PBM 
CAPRI & 

JLV 
VINCI 

MAC VIReC VSSC 

Where VHA data are hosted and stored
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What do you need to know? 

VHA data access category - data use 

Record identifier required 

Number of facilities included in project data 


Where data are hosted and stored 

Requirements and approval processes 

Platform/venue where you will manage and 
analyze data 

How you will receive/access your approved 
data 

Data formats 
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What do you need to know? 

VHA data access category - data use 

Record identifier required 

Number of facilities included in project data 


Where data are hosted and stored 

Requirements and approval processes 

Platform/venue where you will manage and 
analyze data 

How you will receive/access your approved 
data 

Data formats 
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Typical standard requirements
 
specific to data access category
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Standard Requirements: Operations
 

Online application 

• Supervisor approval 

• ISO approval 

11/2017
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Standard Requirements: Research 

Project documents and approvals 

•	 Research Study Institutional Review Board (IRB) approval letter(s) 

•	 Research and Development Committee approval letter(s) 

•	 Research study protocol 

•	 Where required by IRB or ORD 

•	 Sample Informed Consent or Waiver of Informed Consent 

•	 IRB Approved HIPAA Authorization or Waiver of HIPAA 

Authorization 

•	 Real SSN Access Request Form 

11/2017
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11/2017 

Standard Requirements: Preparatory to Research Memo
 

Information 

•	 The proposed topic/ protocol name 

•	 Data access timeframe 

•	 Brief summary of the study objectives 

•	 Explanation of the intended use of the data to prepare the proposal: 

Affirmations 

•	 Requesting access only to develop a research proposal/protocol 

•	 Only aggregate data will be recorded and only used for background 

information; 

•	 Individually identifiable information will not be recorded (retained); 

•	 Data reviewed will not be used for contacting or recruiting subjects; 

•	 Data will not be reused for any other purpose 
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Requirements specific to
 
data access manager
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• CDW 

• MCA NDEs 

• MedSAS Real SSN 
NDS (DART) 

• Medicare 

• Medicaid VIReC 

• Pharmacy Rx Fills PBM 

• Prosthetics 

• Spinal Cord Injury 

• RAIMDS data 
PCS 

• MedSAS – mainframe Scrambled SSN 

• VSSC Scrambled SSN 
CUPS POC 

11/2017 

Examples - Data access managers & sources
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http://vaww.vhadataportal.med.va.gov/DataAccess/DARTRequestProcess.aspx 

Research: Ex. NDS DART forms on Data Portal – 
research 

• Research Request Memo 

11/2017
 

http://vaww.vhadataportal.med.va.gov/DataAccess/DARTRequestProcess.aspx
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Research: Ex. NDS DART data source forms
 



         

• VHA NDS Access Form for Health    
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Care Operations - online ePAS form 

Operations: QI, PE data request : Ex. NDS ePAS
 

11/2017
 



       

• Project Information and Authorization Form 

• Data Security Compliance Form 

• VA/CMS Rules of Behavior (ROB) Agreement 

• Data Description Form 
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Research: VIReC VA/CMS standard forms - email
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Operations: MAC VA/CMS process
 

• http://vaww.va.gov/medicareanalysis/ 

http://vaww.va.gov/medicareanalysis/


     

 

 

Research: PBM Data Request 

Provides custom data extracts for research 
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QI & PE & Research: Patient Care Services Process
 

• Requirements include: 

• Data Transfer Agreement (DTA) 

• Brief description of the study 

• List of variables and fields needed & justification 

• PCS Data Security Checklist 

•	 Data request forms and data dictionaries are available on the 

PCS SharePoint site – different DTA forms for each category 

http://vaww.infoshare.va.gov/sites/OSPM/default.aspx 

Point of contact for DUA requests: Julie Strickland 

Questions: VHA10P4PCSDR@VA.GOV 

11/2017 

http://vaww.infoshare.va.gov/sites/OSPM/default.aspx
mailto:julie.strickland@va.gov
mailto:VHA10P4PCSDR@VA.GOV


         

 

 

 

 

   

 

  

 

 

 

 

 

Operations & Research: CUPS POC - Form 9957
 

Where required: 

• Scrambled SSN 

• Mainframe MedSAS 

• VSSC Web Reports 

• ADUSH Enrollment - Mainframe 

• Real SSN 

• Local MedSAS on Mainframe 

http://vaww.vhadataportal.med.va.gov/DataAccess/LocalCUPSPOC.aspx 11/2017 

http://vaww.vhadataportal.med.va.gov/DataAccess/LocalCUPSPOC.aspx
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7. Receive 

data 

Session roadmap
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What do you need to know?
 

VHA data access category - data use 

Record identifier required 

Number of facilities included in project data 


Where data are hosted and stored 

Requirements and approval processes 

Platform/venue where you will manage and 
analyze data 

How you will receive/access your approved 
data 

Data formats 
11/2017
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Where will you manage and analyze data?
 
Examples 

Data Source Research Operations Prep to Research 

Data on CDW- all 
VINCI/ 

Download 
CDW Workspace/ 

Download 
VINCI 

Data on 
Mainframe 

Mainframe/ 
Download 

Mainframe/ 
Download 

Mainframe/ 
Download 

CMS Data 
VINCI/ 

SAS Grid/ 
Download 

VINCI/ 
Download 

Contact VIReC 

PBM Data Download Download Contact PBM 

PCS Data Download Download Contact PCS 

Download = Transfer to the server/center approved for your local facility 11/2017
 



    

   

  

 

 

 

 

 

 

  
 

  

 
 

 51 

Receiving/accessing your approved data 

Direct access to full datasets or domains 

Operations access to domains needed
 

Access on AITC mainframe
 

Receive data views or extracts of study cohort data 

Defining and refining your cohort
 

Selecting records that match your final cohort 


VINCI Workspace 

CDW transfer server – for you to pull into your local server
 

11/2017
 



     

 

 

 

 

  

 

 

 

 

 

 

52 

NDS Managed 
Data 

CDW 

• SQL 

Mainframe 

• SAS 

MAC/VIReC 
CMS Data 

SAS 

PCS & PBM 

SAS 

Standard data formats - Examples
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What do you need to know to get started?
 

VHA data access category - data use 

Record identifier required 

Number of facilities included in project data 


Where data are hosted and stored 

Requirements and approval processes 

Platform/venue where you will manage and 
analyze data 

How you will receive/access your approved 
data 

Data formats 
11/2017
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Resources for
 
your journey
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11/2017 

www.virec.research.va.gov 

Public-facing 

VIReC overview 

Publications & 
events 

Cyberseminars 

VA network only 

News & new 
resources 

Resources for 
working with data 

vaww.virec.research.va.gov 

VA network only 

Collaborative with 
NDS & VINCI 

Data source & 
access information 

http://vaww.vhadataportal.med.va.gov 

http://www.virec.research.va.gov/
http://www.virec.research.va.gov/
http://vaww.vhadataportal.med.va.gov/
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HSRData Listserv HelpDesk 

VIReC options for specific questions
 

•	 Community knowledge 

sharing 

•	 ~1,200 VA data users 

•	 Researchers, operations, 

data stewards, managers 

•	 Subscribe by visiting 
http://vaww.virec.research.va.gov/Support/H 

SRData-L.htm (VA Intranet) 

• Individualized support 

virec@va.gov 

(708) 202-2413 

11/2017
 

http://vaww.virec.research.va.gov/Support/HSRData-L.htm
http://vaww.virec.research.va.gov/Support/HSRData-L.htm
http://vaww.virec.research.va.gov/Support/HSRData-L.htm
http://vaww.virec.research.va.gov/Support/HSRData-L.htm
mailto:virec@va.gov
mailto:virec@va.gov
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Quick Guide: Resources for Using VA Data 
http://vaww.virec.research.va.gov/Toolkit/QG-Resources-for-Using-VA-Data.pdf (VA Intranet) 

VIReC: http://vaww.virec.research.va.gov/Index.htm (VA Intranet) 

VIReC Cyberseminars: http://www.virec.research.va.gov/Resources/Cyberseminars.asp 

VHA Data Portal: http://vaww.vhadataportal.med.va.gov/Home.aspx (VA Intranet) 

VINCI: http://vaww.vinci.med.va.gov/vincicentral/ (VA Intranet) 

Health Economics Resource Center (HERC): http://vaww.herc.research.va.gov (VA Intranet) 

CDW: https://vaww.cdw.va.gov/Pages/CDWHome.aspx (VA Intranet) 

Archived cyberseminar: What can the HSR&D Resource Centers do for you? 
http://www.hsrd.research.va.gov/for_researchers/cyber_seminars/archives/video_archive.cfm?SessionID=101 Q
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http://vaww.virec.research.va.gov/Toolkit/QG-Resources-for-Using-VA-Data.pdf
http://vaww.virec.research.va.gov/Toolkit/QG-Resources-for-Using-VA-Data.pdf
http://vaww.virec.research.va.gov/Toolkit/QG-Resources-for-Using-VA-Data.pdf
http://vaww.virec.research.va.gov/Index.htm
http://www.virec.research.va.gov/Resources/Cyberseminars.asp
http://vaww.vhadataportal.med.va.gov/Home.aspx
http://vaww.vinci.med.va.gov/vincicentral/
http://vaww.herc.research.va.gov/
https://vaww.cdw.va.gov/Pages/CDWHome.aspx
http://www.hsrd.research.va.gov/for_researchers/cyber_seminars/archives/video_archive.cfm?SessionID=101
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Contact information
 

Linda Kok, MA 

Privacy & Security Liaison 

VA Information Resource Center 

Hines VA Hospital 

virec@va.gov 

708-202-2413 

mailto:virec@va.gov
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VA Medicare Data (VA/CMS) 

Database & Methods Cyberseminar Series 

Kristin de Groot, MPH 

VA Information Resource Center 



 

   

       

     

      

       

   

        

     

    

    

    

         

      

      

       

 

     

  

      

      

  

    

   

    

   

     

 

    

     

    

    

       

    

          

Acronyms and Abbreviations: Data Sources
 

 CDW: Corporate Data Warehouse 

 MedSAS: VA Medical Files in Statistical Analysis Systems (SAS) format 

 VSF: VA Vital Status File 

 PBM: Pharmacy Benefits Management System Data 

 MCA NDEs: Managerial Cost Accounting National Data Extracts (formerly DSS Decision 

Support Systems NDEs) 

 VA/CMS: Centers for Medicare and Medicaid Services Data for VA use 

 NPPD: National Prosthetics Patient Database 

 PCS: Patient Care Services Datasets 

 SCS: Specialty Care Services Datasets 

 SDR: Suicide Data Repository 

 HERC: Health Economics Resource Center Cost Data and Web Reports 

 TIU Notes: Ben: Text Integrated Units (Progress notes, etc.) 

 BIRLS: Beneficiary Identification Records Locator Subsystem Death File 

 CAPRI: Compensation & Pension Record Interchange Application (VHA Electronic Health 

Record) 

 JLV: Joint Legacy Viewer – Electronic Health Records for VA and Department of Defense and 

Community Partners 

 CAN Scores: Care Assessment Need Scores 

 OEF/OIF/OND Roster File: Operation Enduring Freedom / Operation Iraqi Freedom / 

Operation New Dawn (Post 2001) 

 SQDUG: Surgery Quality Data User Group Data (CDW Surgery Domain data) 

 VSSC: VHA Support Service Center Web Reports & Data Cubes 

 ADUSH: Associate Deputy Under Secretary for Health Enrollment Files 

 PSSG: Planning Systems Support Group Geocoded Enrollee Files 

 VETSNET: Veterans Services Network Corporate Mini Master File 

Acronyms and Abbreviations: Data Stewards & Access 

Managers 

 NDS: National Data Systems
 
 PBM: Pharmacy Benefits Management Office
 
 PCS: Patient Care Services
 
 SCS: Specialty Care Services
 
 MAC: ADUSH OPP Medicare Analysis Center
 
 VIReC: VA Information Resource Center
 
 CUPS POC: Customer User Provisioning System Point of Contact (at each facility)
 




