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Recommendation 1 (continued) 
b. The Office of the National Coordinator for Health IT (ONC) 

should expand its funding of processes that promote safety 
that should be followed in the development of health IT 
products, including standardized testing procedures to be 
used by manufacturers and health care organizations to 
assess the safety of health IT products. 

c. ONC and AHRQ should work with health IT vendors and 
health care organizations to promote post-deployment safety 
testing of EHRs for high prevalence, high impact EHR-
related patient safety risks. 

d. Health care accrediting organizations should adopt 
criteria relating to EHR safety. 

e. AHRQ should fund the development of new methods for 
measuring the impact of health IT on safety using data 
from EHRs. 
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SAFER: Safety Assurance Factors 
for EHR Resilience 

• Foundational Guides 
– High Priority Practices 
– Organizational Responsibilities 

• Infrastructure Guides 
– System Configuration 
– System Interfaces 
– Contingency Planning 

• Clinical Process Guides 
– Patient Identification 
– Computerized Provider Order Entry with CDS 
– Test Results Reporting and Follow-up 
– Clinician Communication 
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Information Transfer 
and Clear Communication 
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-Excerpt-

CPOE  may  be  adopted 
with a stage approach 
once  integrated information 
systems are in  place to 
support  safety and  effective 
CPOE  systems… 

The  CPOE system  is  tested 
against  The AHRQ/NQF 
Inpatient CPOE Testing 
Standards…developed  to 
provide organizations that  are 
implementing CPOE with 
appropriate decision  support 
about… 
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AHRQ EHR Flight Simulator 

“Anyone here know how to play 
Microsoft’s Flight Simulator?” 



         

   
 

    
  

   

    
   

  
 

    
   

Principles Behind the 
Evaluation Methodology 

•

•

•

Principle #1: Target the Harm 
– Common sources of ADEs (not errors) 
– Sources of severe harm (existing literature and expert consensus) 

Principle #2: Encourage Quality Improvement 
– Categorize test set by type of error 
– Provide feedback to the provider organization for each category 
– Provide advice about nuisance alerting 

Principle #3: Accentuate the positive 
– Encourage quality, as well as harm reduction (ADE’s) 

•Address errors of commission and omission 
•Include corollary orders and duplicate interventions 
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The Assessment Methodology 

Many Research Databases Used 
Research background, combined with the practical experience of the EHR pioneers, 

was first used to define the focus. 

Preventable ADEs in 10.4/100 admissions to six community hospitals 
Types of CPOE-preventable ADEs Percentage* 

 
          

   

        

  

Patient  Diagnosis 1 
Duplicate  Med  Check 1 
Drug-drug 2 
Drug  Frequency 3 
Drug  Allergy 4 
Drug-specific Guidelines+ 7 
Drug-age 9 
Drug  dose  Suggestion  (typical) 9 
Renal C heck 19 
Drug-lab  Check 27

* All si tes 
+ Ondansetron 

Source:  Bates et  al.  “Saving  lives,  Saving  money:  The  Imperative  for  Computerized  Physician  Order  Entry in  
Massachusetts Hospitals.” The  Clinical B aseline  and  Financial I mpact  Study.  MTC a nd  NEHI.  February 2008. 



     
           

 

    

     
 

 

  The Assessment Methodology 

Simulations of EHR Use with CPOE 
The assessment pairs medication orders that would cause a serious adverse drug event with 
a fictitious patient. 

A physician enters the order … 

Patient 
AB 

Female 
52 years old 
Weighs 60 kg 
Allergy to morphine 
Normal cr eatinine and observes and records the type of CDS-generated advice that is 

given (if any). 

Coumadin (Warfarin) 5 mg po three times a day. 
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  The Assessment Methodology 

The team of advisors helped to define the order categories in the 
assessment to reflect the sources of common, preventable ADEs 
identified in research. 

Order Category  Description  Example  

Therapeutic  duplication Medication  with  therapeutic overlap  with  Codeine  AND Tylenol # 3 
another  new o r  active  order;  may be  same  
drug,  within  drug  class,  or  involve  components 
of  combination  products 

Single  and  cumulative Medication  with  a  specified  dose  that  exceeds Ten-fold  excess dose  of  
dose  limits recommended  dose  ranges or  cumulative  dose methotrexate 

Allergies  and  cross- Medication  (or  medication  class)  for  which  Penicillin  prescribed  for  
allergies patient  allergy has been  documented patient  with  documented  

penicillin  allergy 

Contraindicated  route  Order  specifying  an  inappropriate  route  of  Tylenol t o  be  administered  
of  administration administration  (e.g.,  oral,  intramuscular,  intravenously 

intravenous) 

Drug-drug interaction Medication  that  results in  known,  dangerous Digoxin  AND Quinidine 
interaction  when  used  in  combination  with  a  
different  medication  in  a  new o r  existing  order  
for the patient 



The Assessment Methodology 

Order Category Description Example 

Cost of care Test that duplicates a service within a Repeat test for Digoxin 
timeframe in which there is typically minimal level within 2 hours 
benefit from repeating the test 

The team of advisors helped to define the order categories in the 
assessment to reflect the sources of common, preventable ADEs 
identified in research. cont. 

         
     

   

 
 

     
  

 

   
  

  
 

 

    
         

       
 

     

 
 

    
      
    

  

    
  

    
 

     
      

    
  

        
     

    

    
   

  

Contraindication/dose
limits based on patient 
diagnosis 

Contraindication dose 
limits based on patient 
age and weight 

Contraindication/dose
limits based on 
laboratory studies 

Corollary 

Medication either contraindicated based on 
patient diagnosis or diagnosis affects 
appropriate dosing 

Medication either contraindicated for this 
patient based on age and weight or for which 
age and weight must be considered in 
appropriate dosing 

Medication either contraindicated for this 
patient based on laboratory studies or for which 
relevant laboratory results must be considered 
in appropriate dosing 

Intervention that requires an associated or 
secondary order to meet the standard of care 

Nonspecific beta blocker in 
patient with asthma 

Adult dose of antibiotic in a 
newborn 

Normal adult dose regimen 
of renally eliminated 
medication in patient with 
elevated creatinine 

Prompt to order drug levels 
when ordering Dilantin 
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Print your results and sign-out.     
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Table 2. Hospital and EHR Vendor Correlations with Hospital Quality Measures 

Hospital	Overall	 CMS	Hospital	 
		 Score	 Compare	Star	Rating	 CMS	HAC	Rating	 CMS	HRRP	Ratio*	 

p-
		 Coef. 	 p-value 	 Coef. 	 p-value 	 Coef. 	 value 	 Coef. 	 p-value 	
EHR	 
Vendor 	 		 		 		 		 		 		 		 		
Other	 
Vendors	 Ref	 		 		 		 		 		 		 		
Vendor A	 11.26	 0.00	 1.05	 0.00 	 -0.04	 0.69	 0.02 	 0.01 	
Vendor B	 -2.21	 0.18	 0.62	 0.00 	 -0.02	 0.85	 0.02	 0.07	 
Vendor C	 3.57	 0.03	 0.73	 0.00	 -0.01	 0.92	 0.01	 0.48	 
Vendor D	 0.47	 0.82	 0.34	 0.15	 0.07	 0.60	 0.02	 0.11	 
Vendor E	 -1.41	 0.55	 0.51	 0.03	 0.00	 1.00	 0.01	 0.53	 
Vendor F	 -3.38	 0.10	 0.28	 0.69	 0.24	 0.41	 0.00	 0.94	 
Vendor G	 5.49 	 0.02	 1.08 	 0.00	 -0.34	 0.11	 0.04	 0.03	 
Vendor H	 2.41	 0.38	 0.91	 0.00	 -0.25	 0.31	 0.03	 0.02	 

*	 HRRP	 dependent variable	 is	 reverse	 scored, 	so	positive coefficient	 is	interpreted	as lower 
(better)	readmissions	ratio 



NEXT STEPS in The Assessment Methodology 

Order Category Description Example 

NEW CATEGORIES  

   

  
   

 
    

  
 

  
  

  

 

 
   

  

  
 

     
 

    

     
  

   
 

  
  

 

     

CHOOSING WISELY 

PREVENTION OF 
COMMON HOSPITAL 
COMPLICATIONS 

USABILITY OF 
CLINICAL DECISION 
SUPPORT 

MEDICATION 
RECONCILIATION 

INAPPROPRIATE ORDERING OF 
MEDICATIONS, LABORATORY TEST, 
RADIOLOGIC TESTS 

APPROPRIATE ORDERING OF 
INTERVENETIONS TO PREVENT HOSPITAL 
COMPLICATIONS -- CLABSI OR DVT 

EVALUATION OF USABILITY OF COMMON 
DECISION SUPPORT CAPABILITY 

EVALUATION OF EHR AUTOMATED 
MEDICATION RECONCILIATION 

ORDERING OF VIT D 
LEVELS IN LOW RISK 
PATIENTS 

ORDERING OF 
APPROPRIATE 
INTERVENTIONS FOR 
PATIENTS WITH CENTRAL 
LINES IN PLACE 

USE OF THE IMEDESA 
TOOL 

PATIENT FOLLOWED IN 
CLINIC WITH RECENT 
HOSPITAL DISCHARGE 
AND DISCORDANT 
MEDICATION LIST 



	
		

  
  

AMBULATORY 
EHR ASSESSMENT	 TOOL 

Expert Panel Meeting 
February 5, 2020 







Results: By Categories 
Order Category Description 

Therapeutic 
duplication 

  
 

         

       

Medication with therapeutic overlap with new or current medication 

Drug-dose (single) Specified dose that exceeds recommended dose ranges for single dose 
Drug-dose  (daily) Specified  dose that  exceeds  recommended  dose ranges  for d aily  dose 
Drug-allergy Medication  for  which  a  patient  allergy  has  been  documented 
Drug-pregnancy Medication  is  contraindicated  in  pregnant  patient 
Drug-drug Medication  that  results  in  potentially  dangerous  interaction  when  administered  in  

combination  with  another  new  or  current  medication 
Drug-diagnosis Medication  contraindicated  based  on  electronically  documented  diagnosis  
Drug-age Medication  contraindicated  based  on  electronically  documented  patient  age 
Drug-renal Medication  contraindicated  or  requires  dose  adjustment  based  on  patient  renal  

status  as  indicated  in  laboratory  test  results  
Drug-lab Medication  contraindicated  or  requires  dose  adjustment  based  on  patient  metabolic  

status  (other  than  renal)  as  indicated  in  laboratory  test  results  
Monitoring Medication  requires  an  associated  order  for  monitoring  to  meet  the  standard  of  care 

Nuisance  Medication  order  triggers  advice  or  information  that  physicians  consider  invalid  or  
clinically  insignificant  

Deception  Used to  detect  testing  irregularities 36
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VA Experience – Evaluating Health IT Detection Methods 

HSR&D Cyber Seminar 
October 28. 2020 

Presenter: Jeanie Scott, MS, CPHIMS, FAMIA 



  

 Our Project Objectives 

• Embarked  on  this project to  understand  methods for detecting  vulnerabilities 
within  VHA H IT  systems. 
• How  do  we  know  at  enterprise, facility, user-level Health  IT systems  are  working 

correctly? 

• Given  scale  of  VA, how do  we  accomplish  this  using  an  approach  that  is  both  valid  
and  practical?  

These  goals  are  consistent  with  our  strategic  objective  for  achieving  high  reliability: 
• Commitment  to  being a  learning organizing and addressing vulnerabilities 
• Being  mindful  of  all  the  system  factors  that  may  contribute  to  deviations  
• Maintaining  a  big  picture  awareness  of  CPOE  performance  across  the  enterprise 
• Engaging  relevant  expertise  
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Our Project Team 

• David Classen, MD, MSc 
• Aaron Dietz, PhD 
• Danielle Kato, PharmD 
• Angela Laurio, DrPH, RN 
• Jeanie Scott, MS, CPHIMS 
• Samantha Zybak, BS (contractor to Informatics Patient Safety program) 
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Evaluation of CPOE Assessment Tool 
• Applied the tool within our own test account to learn more about evaluation process 

and establish scoring expectations (Facility 0). 
• Applied CPOE Assessment Tool at 6 VA medical centers 
• Entire process includes three phases : 

– Introduction and sample assessment (1-1.5 hrs) 
– Actual assessment (2.5 – 4 hrs) -
– Debriefing (~1 hr) 

• Facility personnel needed: 
– Clinical Application Coordinator/other staff to enter patient data into test system (15-30min 

for sample assessment; 30min-1.5hrs for actual assessment) 
– Facility POC (introduction/sample assessment, debriefing, actual assessment, debriefing) 
– Licensed provider (1.5-2hrs) 
– Does not account for resources to set up test patients*** 

Approx. facility time: 4.5 - 6.5hrs + Prep 
VETERANS HEALTH ADMINISTRATION 41 



  

 Results – (simple version) 

VA  Category Facility  0 Facility  1 Facility  2 Facility  3 Leapfrog Expected 
(Co  et  al., 2018) 

Drug  Dose  (Single) 100% 100% 100% 100% 100% 70.8% 
Drug  Dose  (Daily) 100% 100% 100% 100% 100% 69.8% 
Drug-Drug  Interaction 100% 75% 100% 100% 100% 65.9% 
Therapeutic  Duplication 100% 0% 100% 100% 100% 52.0% 
Drug-Allergy 100% 75% 100% 100% 100% 92.3% 
Drug  Route 0% 0% 0% 0% -- 85.5% 
Drug  Laboratory 0% 0% 0% 0% -- 34.2% 
Drug  Monitoring 0% 0% 0% 0% 25% 27.0% 
Drug  Diagnosis 0% 0% 0% 0% -- 19.1% 
Drug  Age 0% 0% 0% 0% -- 16.7% 
Alert fatigue  orders  missed? No No No No None 11% 

Fatal  orders  missed? No No No No None 25% 

2017 
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 Findings and Insights 
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Configuration Settings Influence System Behavior 
“Under the H ood”  Results 

Facility 1 Facility 2 Facility 3 

Order Check 
Category Type of Order Check Score User Editable Score User User Editable 

Drug Dosage 
(daily and single) Drug dosage 100% Enabled Null Enabled No 100% Enabled Null Null No 100% Enabled Null Enabled No 

Drug-drug 
interaction 

Critical drug 
interaction 

Significant drug 
interaction 

75% 
Enabled Enabled Enabled 

Enabled Null Disabled 

Null 

Null 
100% 

Enabled 

Enabled 

Null 

Null 

Null 

Null 

Null 

Null 
100% 

Enabled Null Enabled 

Enabled Enabled Enabled 

Null 

Null 

Therapeutic 
Duplication 

Duplicate drug therapy 

Duplicate opioid 
medication 

0% 
Enabled Enabled Disabled 

Disabled Null Disabled 

Null 

Null 
100% 

Enabled Enabled 

Disabled Null 

Null 

Null 

Null 

Null 

Enabled 
100% 

Disabled 

Null 

Null 

Enabled 

Enabled 

Null 

Null 

Drug allergy 

Allergy-drug 
interaction 75% 

Enabled Enabled Enabled Null 
100% 

Enabled Null Null Null 
100% 

Enabled Enabled Enabled Null 

No allergy assessment Disabled Enabled Enabled Null Disabled Null Null Null Disabled Enabled Enabled Null 

Estimated creatine Enabled Enabled Enabled Null Enabled Null Null Null Enabled Enabled Enabled Null 

Drug Laboratory 
Aminoglycoside 

ordered 0% Enabled Enabled Disabled Null 0% Enabled Null Null Null 0% Enabled Enabled Enabled Null 

Glucophage-lab results 
interactions 

Enabled Null Disabled Null Enabled Null Null Null Enabled Enabled Enabled Null 

Drug Age 

Renal functions over 
65 

Dangerous meds for pt 
> 64 

0% 
Enabled Enabled Disabled 

Null Enabled Disabled 

Null 

Null 
0% 

Enabled 

Null 

Null 

Null 

Null 

Null 

Null 

Null 
0% 

Enabled Disabled Enabled 

Enabled Enabled Enabled 

Null 

Null 

Drug route Not supported 0% N/A N/A N/A N/A 0% N/A N/A N/A N/A 0% N/A N/A N/A N/A 

Drug monitoring Not supported 0% N/A N/A N/A N/A 0% N/A N/A N/A N/A 0% N/A N/A N/A N/A 

Drug Diagnosis Not supported 0% N/A N/A N/A N/A 0% N/A N/A N/A N/A 0% N/A N/A N/A N/A 

Package System Editable Score Package System Package System 



More p rescriptive f eedback  may help  facilities redress shortcomings 
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      Differences in content displayed for the same CDS 
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Human factors observations 

VETERANS HEALTH ADMINISTRATION 

Measurement unit emphasized, 
not “exceeds” 

Red font paired with blue 
font 
(Shneiderman et al., 2017) 

MS Word “look and feel” 
at one facility 
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Additional Formats for CDS Guidance 
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Medication Facility 1 Facility 2 Facility 3 

Alendronate 
Refer to Formulary/Protocol or Service 
Guidelines/Approval 

Ibuprofen 
NSAIDS may be associated with an increased 
risk of CV thrombotic events 

Avoid chronic use in pts>=65 years or use 
w/gastroprotective agent 

Metoprolol tartrate 
Refer to PBM/MAP Hypertension treatment 
and CHF treatment guidelines 

Hydrochlorothiazide 
Refer to PBM/MAP Hypertension treatment 
and CHF treatment guidelines 

Indomethacin 
NSAIDS may be associated with an increased 
risk of CV thrombotic events Avoid in pts>= 65 years 

Celecoxib 
NSAIDS may be associated with an increased 
risk of CV thrombotic events 

Oxycodone Look alike/sound alike 

Atenolol 
Refer to PBM/MAP Hypertension treatment 
and CHF treatment guidelines 

Sumatriptan PRN orders MUST include the indication Restricted to Neurology 

Ketorolac tromethamine 

NSAIDS may be associated with an 
increased risk of CV thrombotic 
events Avoid in pts>=65 years 

Fluconazole PRN orders MUST include the indication 

Lovastatin 
No new starts, simvastatin or pravastatin 
preferred 

Refer to VA/DoD Hyperlipidemia treatment 
guidelines 

Clarithromycin 
Refer to Formulary/Protocol or Service 
Guidelines/Approval 

Haloperidol PRN orders MUST include the indication 
Chlorpromazine hydrochloride Look alike/sound alike 
Thioridazine Use with caution in pts >= 65 years 
Phenobarbital Use with caution in pts >= 65 years 
Lithium carbonate Look alike/sound alike 
Enoxaparin Restricted to PVAMC anti-coag guidelines 
Hydroxyzine Look alike/sound alike Look alike/sound alike 
Aspirin Order in multiples of 100 only 
Promethazine PRN orders MUST include the indication 

Labetalol 
Refer to PBM/MAP Hypertension treatment 
and CHF treatment guidelines 

Sucralfate PRN orders MUST include the indication 
Glipizide Look alike/sound alike 
Gentamicin Requires renal dosing 
Omeprazole PRN orders MUST include the indication 

Diazepam PRN orders MUST include the indication Look alike/sound alike insomnia/agitation/delirium 

   
     

   
    

      
 

 
    

  
    

  
   

      
   

    
 

    
  

     

 

     
     

   
    

        

     

    
  

    
    

  
   

  
    

    
    

  
    

 
  

    

     
       Avoid in pts >= 65 years for treatment of 



  

     
      

Understand how system functionality influences Assessment Tool 
scoring - is this a valid response for “credit”? 
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Understand how system functionality influences Assessment Tool 
scoring - is this valid for “credit”? 
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Future directions – Evaluating Impact 
• Reactions: Perceptions  of  utility 
• Learning: Did  facilities  learn  any  new  about  their  CPOE  system as  a result  of  the  

evaluation? 

Behavior: Did  these  lessons  learned  transfer  to  organizational changes? 
Results: How  did  this  evaluation  process  improve  safety? 

• Simulated  retest  (6  months  or  1  year  following  initial  test) 
• Additional  sources  of  data  available  from  Corporate  Data  Warehouse  (ONC,  CPOE  SAFER  Guide,  3.1,  p.  38):  

– Rates  of p reventable  ADEs, CPOE  use  rate, Frequency  (i.e., volume  of o rders  that  generate  an  alert, 
Override  rate  in  comparison  to  alert  volume, Median  turnaround  time  for  STAT  laboratory  or  radiology  
results, Percent  of all  orders  requiring  modification  by  someone  other  than  the  ordering  provider, Alerts  
with  the  highest  percent  of ov errides, usage  of e vidence-based order  sets 

– IHI  Trigger  Tool (IHI, 2004;  Classen  et  al., 2018) 

• Does  the  clinical  data  support  results  of  evaluation?  What  is  confidence  of  reliably  achieving  
stated  result? 

Adapted from Kirkpatrick, 1976 
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Future directions – Explore Activity Traces 

• Analyze variation in CPOE with CDS settings within and across VHA facilities related 
to drug-allergy, drug-dose, therapeutic duplication, drug-drug interaction, drug age 
(where appropriate) from the Corporate Data Warehouse (CDW). 

• Compare results using CPOE evaluation tool and CDW data. 
• Outline the ideal CDS settings in order to achieve 100% (guidance document). 
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SUMMARY 

The  CPOE  Assessment  Tool  is  a  snapshot  of E HR s ystem s afety. 

• Opportunity  to  understand  more  about  CDS  systems by  observing  user &  system  
behavior. 
• Clinical  domains  for  risk assessment 

• What  are  the  impacts  of  completing  the  assessment  
• Are  facilities  making  changes?  
• What is the impact on safety? 
• Unintended consequences  – such a s alert  fatigue  or  alert  overrides? 

• Untapped  potential  of  exploring  activity  traces  related  to  simulated  orders 
• Measuring  effectiveness  between  evaluations 

• How  do  we get  to  365/24/7  reliability? 
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Connect with us: 

• David.Classen@Utah.edu 
• Jeannie.Scott@va.gov 
• paul.white2@va.gov 
• dbates@bwh.harvard.edu 
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